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Preface

This document describes and provides instructions for using Hitachi
Infrastructure Adapter for Microsoft® System Center Operations Manager.

Please read this document carefully to understand how to use this product,
and maintain a copy for reference purposes.
This preface includes the following information:

»| List of User’s Guides

*| Intended Audience

* Product Version

[*/ Release Notes

[* Document Revision Level

*! Document Organization

[*! Document Conventions

[*! Related Documents

[* Conventions for Storage Capacity Values
*| Getting Help
[* Comments

Note Hitachi Infrastructure Adapter for Microsoft® System Center Operations Manager
and all other Hitachi Data Systems products is governed by the terms of your
agreement(s) with Hitachi Ltd.
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List of User’'s Guides

Hitachi Infrastructure Adapter for Microsoft® System Center Operations
Manager is a collection of two sub-products. One sub-product is for use
with Hitachi storage products, while the other is for use with Hitachi

Compute products.

In addition to this Consolidated Installer User’s Guide, two additional user
guides are included for each sub-product.

# User’s Guide

Description

1 Hitachi Infrastructure Adapter for
Microsoft® System Center Operations
Manager Consolidated Installer User’s
Guide

This User’s Guide includes installation
instructions that pertain to both sub-
products—this is the User’s Guide you're now
reading.

2 Hitachi Infrastructure Adapter for
Microsoft® System Center Operations
Manager User’s Guide (for Compute
Systems)

This User’s Guide describes how to configure
and use the Hitachi Compute Adapter for
Microsoft® System Center Operations
Manager, which is the compute-oriented sub-
product.

3 Hitachi Infrastructure Adapter for
Microsoft® System Center Operations
Manager User’s Guide (for Storage)

This User’s Guide describes how to configure
and use the Hitachi Storage Adapter for
Microsoft® System Center Operations
Manager, which is the storage-oriented sub-
product.

Intended Audience

This document is intended for system administrators, Hitachi Ltd.
representatives, and authorized service providers who are involved in
installing, configuring, and operating the Hitachi Storage System, Compute

System and Switch families.

This document assumes the following:

*. The reader has a good understanding of Enterprise storage

arrays and their basic functions.
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* The reader is familiar with Hitachi Unified Storage (HUS), Virtual
Storage Platform (VSP), Hitachi Unified Storage VM (HUS VM),
Virtual Storage Platform G1000 (VSP G1000), Virtual Storage
Platform Gx00 (VSP Gx00), Virtual Storage Platform Fx00 (VSP
Fx00), and Virtual Storage Platform G1500 and F1500 storage
arrays.

*. The reader is familiar with Hitachi NAS Platform (HNAS).

*/ The reader is familiar with Microsoft System Center Operations
Manager.

*| The reader is familiar with Hitachi Compute Blade 500/2000/2500
and Compute Rack 200 servers.

*/ The reader is familiar with QuantaPlex T41S-2U servers.

Product Version

This Consolidated Installer User’s Guide applies to the following software
version:

'* Hitachi Infrastructure Adapter for Microsoft® System Center
Operations Manager v01.10.0

Release Notes

With this User’s Guide is a separate release notes document, which may
contain product information and requirements that became available after
this guide was published. Be sure to review the release notes before
installation.
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Document Revision Level

Revision

Date

Description

MK-92SCOM010-00

October 2013

Initial Release

MK-92S5COM010-01

January 2014

Updated for v01.1.0

MK-92SCOM010-02

July 2014

Updated for v01.2.0

MK-92SCOM010-03

October 2014

Updated for v01.3.0

MK-92SCOM010-04

January 2015

Updated for v01.4.0

MK-92SCOM010-05 May 2015 Updated for v01.5.0
MK-92SCOM010-06 October 2015 Updated for v01.6.0
MK-92SCOM010-07 March 2016 Updated for v01.7.0
MK-92SCOM010-08 May 2016 Updated for v01.8.0

MK-92S5COM010-09

August 2016

Updated for v01.9.0

MK-92SCOM010-10

November 2016

Updated for v01.10.0

Document Organization

The following table provides an overview of the contents and organization
of this document. Click the chapter title in the left column to go to that
chapter. The first page of each chapter provides links to the sections in

that chapter.

Chapter

Description

Overview

Provides an overview of the Hitachi Management
Packs for Microsoft SCOM and describes the
specifications and operations.

Requirements and Installation

Specifies the system requirements and provides
instructions for preparing and installing Hitachi
Management Pack for Microsoft SCOM operations.

Restrictions and Considerations

Describes restrictions and points to be considered
when installing and using the software.

Dual Connectors

Describes the additional steps required set up dual
Hitachi Infrastructure Adapters for Microsoft® System
Center Operations Manager on multiple servers.

Troubleshooting Explains how to contact Hitachi Data Systems if you
have problems with the product.
Messages Lists the error, information, and warning messages

output by the software.
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Chapter Description

Glossary Defines the terms, acronyms and abbreviations used
in this document.

Document Conventions

This document uses the following typographic conventions:

Convention Description
Bold Indicates text on a window, other than the window title, including
menus, menu options, buttons, fields, and labels. Example: Click
OK.
Italic Indicates a variable, which is a placeholder for actual text

provided by the user or system. Example: copy source-—
file target-file

Angled brackets (<>) may also be used to indicate variables.

screen/code Indicates text on the screen or that you enter.
Example: # pairdisplay -g oradb

<> angled brackets Indicates a variable, which is a placeholder for actual text
provided by the user or system. Example: # pairdisplay -
g <group>
An italic font may also be used to indicate variables.

[ ] square brackets Optional values. Example: [a | b] indicates that you can select a,
b, or nothing.

{ } braces Required or expected values. Example: { a | b } indicates that

you must select either a or b.

| vertical bar A choice between two or more options or arguments. Examples:
[a | b] indicates that you can select a, b, or nothing.
{ a | b } indicates that you must select either a or b.
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This document uses the following icons to draw attention to information:

Icon Label Description

— Note Calls attention to important and/or additional information.
I-"’"“*I Tip Provides helpful information, guidelines, or suggestions for
N performing tasks more effectively.

o/

Caution Warns of adverse conditions and/or consequences (for

! example, disruptive operations).

(A WARNING | Warns of severe conditions and/or consequences (for
‘ example, destructive operations).

Related Documents

The documents listed in the table below are related to this product:

Document P/N

Microsoft® technical documentation for System Center
Operations Manager

Hitachi Storage Navigator Modular 2 Advanced Settings User's MK-97DF8039

Guide

Hitachi Storage Adapter for Microsoft® Windows PowerShell MK-99DF8228
User’s Guide

Hitachi Infrastructure Adapter for Microsoft® System Center MK-92SCOMO009
Operations Manager User’s Guide (for Compute Systems)

Hitachi Infrastructure Adapter for Microsoft® System Center MK-92SCOMO008
Operations Manager User’s Guide (for Storage)

Hitachi Virtual Storage Platform Provisioning Guide for Open MK-90RD7022
Systems

Hitachi Virtual Storage Platform Hitachi Storage Navigator User | MK-90RD7027
Guide

Hitachi Unified Storage VM Block Module Provisioning Guide MK-92HM7012
Hitachi Unified Storage VM Block Module Hitachi Storage MK-92HM7016

Navigator User Guide

Hitachi Virtual Storage Platform G1000 Provisioning Guide for MK-92RD8014
Open Systems
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Hitachi Virtual Storage Platform G1000 Global-Active Device MK-92RD8072
User Guide
Hitachi Virtual Storage Platform G1000 Hitachi Universal MK-92RD8024
Volume Manager User Guide
Provisioning Guide for Hitachi Virtual Storage Platform Gx00 MK-94HM8014
and Fx00 Models
Hitachi Virtual Storage Platform System Administrator Guide MK-94HM8016
Hitachi Command Control Interface User and Reference Guide MK-90RD7010
Hitachi Command Suite User Guide MK-90HC172
Hitachi Compute Blade 2000 User’s Guide MK-99BDS2K001
Hitachi Compute Blade 500 Series CLI Console User's Guide MK-91CB500034
Hitachi Compute Blade 500 Series Web Console User’s Guide MK-91CB500015
Hitachi Compute Rack 210H/220H Remote Management User's | MK-90CRHO006
Guide
Hitachi Compute Rack 220S Remote Management User's Guide | MK-90CRS004
Hitachi Compute Blade 2500 Series Getting Started Guide MK-99CB2500003
Hitachi Compute Blade 2500 Series Management Module User MK-99CB2500004
Guide
Compute Blade Built-in LAN Switch Module Software Manual MK-99COMO087
Configuration Commands MK-99COMO08S8
Compute Blade Built-in LAN Switch Module Software Manual MK-99COM094-
Operation Commands MK-99COMO095
Compute Blade Built-in LAN Switch Module Software Manual MK-99COM092
Message Log Reference
Compute Blade Built-in LAN Switch Module Software Manual MK-99COMO093
MIB Reference
Compute Blade Built-in LAN Switch Module Software Manual MK-99COM089
Configuration Settings MK-99COMO090

MK-99COM091
Hitachi NAS Platform Storage Systems Administration MK-92HNASO013
Brocade Web Tools Administrator’s Guide
Brocade Access Gateway Administrator's Guide
Brocade Fabric OS Administrator's Guide
Brocade Fabric OS Command Reference Manual
Brocade Fabric OS MIB Reference
Brocade Fabric OS Message Reference
Brocade Fabric Watch Administrator's Guide

Preface 13

Hitachi Infrastructure Adapter for Microsoft® System Center Operations Manager Consolidated Installer
User’s Guide



Networking OS 7.8 for 1/10Gb LAN Switch Module Application MK-99CB2500039
Guide

Networking OS 7.8 for 1/10Gb LAN Switch Module Command MK-99CB2500040
Reference

QuantaPlex Series T41S-2U/T41SP-2U User's Guide

Conventions for Storage Capacity Values

We calculate physical storage capacity (for example, disk drive capacity)
based on these values:

Physical Capacity Unit Value
1 KB 1,000 bytes
1 MB 1,000? bytes
1 GB 1,0003 bytes
1TB 1,000* bytes
1 PB 1,000° bytes
1 EB 1,000° bytes

We calculate logical storage capacity (for example, logical device capacity)
based on these values.

Logical Capacity Unit Value
1 block 512 bytes
1 KB 1,024 (21°) bytes
1 MB 1,024 KB or 1,024 bytes
1 GB 1,024 MB or 1,024 bytes
17TB 1,024 GB or 1,024* bytes
1 PB 1,024 TB or 1,024° bytes
1 EB 1,024 PB or 1,024° bytes

Getting Help

The Hitachi Data Systems Support Center staff is available 24 hours a day,
seven days a week. To reach us, please visit the support Web site for
current telephone numbers and other contact information:
http://www.hds.com/services/support/.
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http://www.hds.com/services/support/

If you purchased this product from an authorized Hitachi Data Systems
reseller, contact that reseller for support.

Before calling the Hitachi Data Systems Support Center, please provide as
much information about the problem as possible, including:
[# The circumstances surrounding the error or failure.

[ The exact content of any error message(s) displayed on the host
system(s).

Comments

Please send us your comments on this document: doc.comments@hds.com.
Include the document title, number, and revision, and refer to specific
section(s) and paragraph(s) whenever possible.

Thank you!

(All comments become the property of Hitachi Data Systems Corporation.)
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Introduction

The Microsoft® System Center Operations Manager (SCOM) is a
performance, health and state monitoring product for Microsoft Windows
operating systems. The Hitachi Infrastructure Adapter for Microsoft®
System Center Operations Manager includes management packs and
components that integrate with SCOM to discover and monitor Hitachi
Compute Blade and Rack systems, compute devices from other vendors,
and Hitachi storage devices.

[* About the Hitachi Infrastructure Adapter for Microsoft® SCOM for
Compute Systems

[*1 About the Hitachi Infrastructure Adapter for Microsoft® SCOM for
Storage Systems

Introduction 17
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About the Hitachi Infrastructure Adapter for Microsoft®
SCOM for Compute Systems

The Hitachi Infrastructure Adapter for Microsoft® System Center Operations
Manager includes the Hitachi Compute Adapter for Microsoft® System
Center Operations Manager that integrates with SCOM to discover and
monitor Hitachi Compute Blade and Rack systems, as well as devices from
other vendors.

The following views are provided in the monitoring pane of the Operations
Manager console:

18

Hitachi > Comprehensive Diagram displays a hierarchical
view of all monitored Compute Blade and Rack components.

Hitachi > Hitachi Compute Blade Systems > Alert View
displays Compute Blade alerts. Alerts appear in Connector
Alerts whenever HCCS stops running.

Hitachi > Hitachi Compute Blade Systems > Diagram View
displays a hierarchical view of Compute Blade components.

Hitachi > Hitachi Compute Blade Systems > Performance
View displays a hierarchical view of Compute Blade performance
information.

Hitachi > Hitachi Compute Blade Systems > State View
displays a hierarchical view of Compute Blade component status
information.

Hitachi > Hitachi Compute Rack Systems > Alert View
displays Compute Rack alerts. Connector Alerts displays alerts
when HCCS errors occur.

Hitachi > Hitachi Compute Rack Systems > Diagram View
displays a hierarchical view of Compute Rack component status
information.

Hitachi > Hitachi Compute Rack Systems > Performance
View displays Compute Rack performance information.

Hitachi > Hitachi Compute Rack Systems > State View
displays Compute Rack component status information.

Hitachi > Hitachi Compute Switch displays LAN Switch and FC
switch alerts.

Hitachi > Other Vendors > QuantaPlex > Alert View
displays QuantaPlex alerts. Connector Alerts displays alerts when
HCCS errors occur.

Introduction
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*» Hitachi > Other Vendors > QuantaPlex > Diagram View
displays a hierarchical view of QuantaPlex components.

*/ Hitachi > Other Vendors > QuantaPlex > State View
displays a hierarchical view of QuantaPlex component status

information.

Available Management Packs

The following management packs are included:

Management Pack

Description

Hitachi Compute Base Management Pack

This Management Pack is a prerequisite to all
other Hitachi server monitoring Management
Packs.

Hitachi Compute Blade 2000 Management
Pack

This Management Pack enables Compute Blade
2000 devices to be monitored by SCOM.

Hitachi Compute Blade 500 Management
Pack

This Management Pack enables Compute Blade
500 devices to be monitored by SCOM.

Hitachi Compute Rack 200 Management
Pack

This Management Pack enables Compute Rack
200 devices to be monitored by SCOM.

Hitachi Compute Switch Management Pack

This Management Pack enables SNMP traps from
Hitachi Compute Blade Switch Modules to
appear in SCOM as alerts.

Hitachi Compute Blade 2500 Management
Pack

This Management Pack enables Compute Blade
2500 devices to be monitored by SCOM.

QuantaPlex T41S-2U Management Pack

This Management Pack enables QuantaPlex
T41S-2U devices to be monitored by SCOM.

Connector Service Monitoring

Management Pack

Description

Hitachi Server Service Monitoring
Management Pack

This Management Pack allows Server Service to
be monitored by SCOM.

The Hitachi Server Service Monitoring Management Pack monitors the
operating status of the Hitachi Compute Connector Service. For more
details, refer to Hitachi Server Service Monitoring.

Introduction

19

Hitachi Infrastructure Adapter for Microsoft® System Center Operations Manager Consolidated Installer

User’s Guide




About the Hitachi Infrastructure Adapter for Microsoft®
SCOM for Storage Systems

The Hitachi Infrastructure Adapter for Microsoft® System Center Operations
Manager includes a component called Hitachi Storage Adapter for
Microsoft® System Center Operations Manager that integrates with SCOM
to discover and monitor Hitachi storage devices.

The status of registered storage devices is displayed under Hitachi
Storage Systems which is added to the Monitoring pane of the operations
console.

*/ Controller displays the controllers for the monitored storage
subsystems.

* Controller Port displays the ports for the monitored storage
subsystems.

* Drive displays the drives for the monitored storage subsystems.

* EVS displays EVS information for the monitored storage
subsystems.

*/ File Server Node displays the File Server Nodes for the
monitored storage subsystems.

* File System displays File Systems for the monitored storage
subsystems.

* Link Aggregation displays the Link Aggregations for the
monitored storage subsystems.

* Link Aggregation Port displays the Link Aggregation Ports for
the monitored storage subsystems.

* Logical Unit displays the Logical Units for the monitored storage
subsystems.

* Quorum Device displays the Quorum Devices for the monitored
storage subsystems.

*. Storage Pool displays the storage pools for the monitored
storage subsystems.

*. Subsystem displays the Hitachi storage subsystems monitored
by SCOM.

The management pack provides the following storage performance object
views in the Monitoring pane of the Operations Manager (under Hitachi
Storage Systems > Hitachi Storage Systems 3.11 > Performance).
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*. Controller Port Performance displays controller port
performance data for monitored HUS, VSP, HUS VM, VSP G1000,
VSP Gx00, VSP Fx00, VSP G1500, and VSP F1500 storage
subsystems.

* HDP Pool Performance displays HDP pool performance data for
monitored HUS, VSP, HUS VM, VSP G1000, VSP Gx00, VSP FxO00,
VSP G1500, and VSP F1500 storage subsystems.

* Logical Unit Performance displays logical unit performance
data for monitored HUS, VSP, HUS VM, VSP G1000, VSP Gx00,
VSP Fx00, VSP G1500, and VSP F1500 storage subsystems.

* RAID Group Performance displays RAID group performance
data for monitored HUS, VSP, HUS VM, VSP G1000, VSP GxO00,
VSP Fx00, VSP G1500, and VSP F1500 storage subsystems.

The management pack provides the following storage replication object
views which are displayed in the Monitoring pane of the Operations
Manager (under Hitachi Storage Systems > Storage Replication).

* HNAS Snapshot displays snapshots for monitored HNAS file
servers.

* Remote Storage Replication displays remote storage
replication information for monitored storage subsystems.

* Storage Replication displays storage replication information for
the monitored storage subsystems.

Storage alerts are displayed in Alerts under the respective Hitachi Storage
Systems folders.

* Alerts displays alerts collected from VSP and other SVPs. HNAS
and Unified NAS subsystems are not supported.

* Connector Alerts displays alerts when HSCS stops running.

* SNMP Alerts displays alerts when SCOM receives SNMP traps
directly from HUS, VSP, HUS VM, VSP G1000, VSP Gx00, VSP
Fx00, VSP G1500, VSP F1500, HNAS, and Unified NAS arrays.

Subsystem health is monitored based on the status of the subsystem’s

physical components. This release only supports monitoring the
components mentioned above.
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Requirements and Installation

This chapter provides system requirements, installation and uninstallation
instructions, and requirements for use:

[*/ System Requirements

[* Installation Prerequisites

[* Pre-installation Tasks

[* Account permissions for installing and using the Hitachi
Infrastructure Adapter for SCOM

[* Installing the Software

[* Uninstalling the Software

[* Repairing the Software
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System Requirements

Note Only the software and hardware listed below are supported by this release. Please
= refer to the release notes for the latest information.

|

1]

e

Server Hardware Requirements

The new performance feature has more extensive requirements. If you
plan to use this feature, see Storage User’s Guide for details.

Note Only the software and hardware listed below are supported by this release. Please
= refer to the release notes for the latest information.

i

1]

Item Requirements
CPU The CPUs must be capable of running an x64 Windows edition
Memory 2 Gigabytes or more
Graphics 800x600, 16-bit color or greater
Disk Space 1 Gigabyte or more
iSCSI Microsoft iSCSI Software Initiator Version 2.08
Supported HBAs All HBAs certified by Microsoft operating systems are supported.
Network Gigabit connection recommended

Supported Software and Hardware

Item Requirements

Microsoft Windows « Microsoft Windows Server 2012 Standard/Datacenter Edition

« Microsoft Windows Server 2012 R2 Standard Edition

« Microsoft Windows Server 2016 Standard/Datacenter Edition
In-place upgrades are not supported.

Microsoft SQL = Microsoft System Center Operations Manager 2012/2012
Server SP1/2012R2

o SQL Server 2012 Enterprise, Standard (64-bit)
o SQL Server 2012 SP1 Enterprise, Standard (64-bit)
o SQL Server 2012 SP2 Enterprise, Standard (64 bit)
o SQL Server 2012 SP3 Enterprise, Standard (64 bit)
o SQL Server 2014 Enterprise, Standard (64-bit)
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Item

Requirements

Microsoft System Center Operations Manager 2016
o SQL Server 2012 SP2 Enterprise, Standard (64 bit)
o SQL Server 2014 Enterprise, Standard (64-bit)
o SQL Server 2014 SP1 Enterprise, Standard (64-bit)
o SQL Server 2016, Enterprise, Standard (64-bit)

Microsoft System
Center Operations
Manager

Microsoft System Center Operations Manager 2012
Microsoft System Center Operations Manager 2012 SP1
Microsoft System Center Operations Manager 2012 R2
Microsoft System Center Operations Manager 2016

' Caution

Instability in the SCOM software itself may cause the
SCOM adapter to function improperly, thus it is
recommended that you apply the latest SCOM rollup
patch. See the Microsoft website for the SCOM rollup
patch and known issues.

Hitachi Storage

Hitachi Unified Storage (HUS110/130/150)

Hitachi Virtual Storage Platform (VSP)

Hitachi Unified Storage VM (HUS VM)

Hitachi Virtual Storage Platform G1000 (VSP G1000)
Hitachi Virtual Storage Platform Gx00

Hitachi Virtual Storage Platform Fx00

Hitachi Virtual Storage Platform G1500

Hitachi Virtual Storage Platform F1500

Hitachi Network Attached Storage (HNAS 3080/3090), OS version
12.x

Cluster Software

Microsoft Failover Cluster (Windows Server 2012)
Microsoft Failover Cluster (Windows Server 2016)

Hitachi Compute

Hitachi Compute Blade 500 (CB500)

Devices o Supported Blades: 520A/520HB2/520HB4/520A2/540A
Hitachi Compute Blade 2000 (CB2000)
o Supported Blades:
X55A2/X5553/X55R3/X5554/X55R4/X57A1/
X57A2
Hitachi Compute Blade 2500 (CB2500)
o Supported Blades: 520XB1/520XB2/520HB3/520HB4
Hitachi Compute Rack (CR)
o Supported Servers: 210H/220H/220S
Hitachi Compute Rack (CR)
o Supported Servers: 210H/220H/220S
Other Vendor QuantaPlex T41S-2U
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Item

Requirements

Compute Devices

Switches

. CB2000 (GV-BE2LSW1N1)
. CB500 (GV-BE2LSW2X1-Y and GV-BE2FSW1X1-Y)
. CB2500 (GG-BE4LSW1X1-Y)

SOURCEFORGE.NET
ipmiutil MSI

This software is needed when Compute devices are being used.
« If SCOM server is Windows Server 2012

o Compatible version: 2.9.1 (ipmiutil.2.9.1.msi)
. If SCOM server is Windows Server 2016

o Compatible version: 3.0.0 (ipmiutil.3.0.0.msi)

Java SE Runtime
Environment

« This software is required to monitor storage devices.
. Compatible versions:
o JRE (x64) (1.8.0 or later)

Caution The required version is x64; the x86 (32-bit) version is
not usable with this adapter.
!

-

Active Directory

When setting up this adapter on the server that participates in a
domain which is different from SCOM, the following two accounts are
required:

« An account that belongs to the Domain Admins group of the
Domain in which SCOM participates.

« An account that has the Domain Admins group of the Domain in
which this adapter participates.

Virtualization Environment (for Hitachi storage

systems)
Item OS Installation Fibre Channel
VMware ESX Server 5.5 Guest OS X
Microsoft Windows Server 2012 Hyper-V Host OS X
Guest OS X
Microsoft Windows Server 2016 Hyper-V Host OS X
Guest OS X
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Pre-Operation Requirements Storage

Requirement

Configuration

Licenses

Required array licenses:
LUN-Manager
Dynamic Provisioning

= ShadowlImage (optional)

= Copy-on-write Snapshot (optional)
Account Authentication (optional)

Host Ports

(1) FC
e Hostgroup Security should be enabled on all ports.
e LU Mapping mode should be enabled.
(2) iscsI
e Target Security should be enabled on all ports.
e LU Mapping mode should be enabled.

LUs

Supported LU Types:
Single, Parent, V-VOL, S-VOL, CM and DMLU.

Controller

An IP address should be assigned to each array controller.

Account Authentication
License

The Account Authentication license should be installed and
enabled in arrays which require the Account Authentication
feature.

Storage Administrator Role

The array account used by this adapter to authenticate should
be associated with the Storage Administrator (View Only)
role.

Dynamic Provisioning
pool(s) and volumes

DP-VOLs should be defined in the SNM2 GUI or CLI for use
with the SCOM management pack.
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Requirement

Configuration

In-band command device

To monitor Enterprise family storage arrays, including VSP,
HUS VM, VSP G1000, VSP Gx00, VSP Fx00, VSP G1500, and
F1500, a command device must be created on each
monitored array, and be mapped to the computer running the
SCOM adapter.

The command device must have the following attribute(s)
enabled:

1. User Authentication

If the communication between the command device for the
storage array and the SCOM adapter is interrupted for any
reason, storage array information may not appear correctly in
SCOM.

Versions of this adapter prior to v01.7.0 used the command
device only to collect performance information. Beginning
with v01.7.0, the command device is used to collect
information on array objects, in addition to performance
information.

Caution Command devices installed in server
environments where the SCOM adapter is installed
| that use non-SCOM adapters are not supported.
5 For example, user authentication for such a
command device is not supported, even if it is
turned on.

File Server IP Address

HNAS file server IP address
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Pre-Operation Requirements for Compute Device

Item Configuration

Management Network A valid IP address must be configured for the following
module or controller:

= Management module
= BMC

SNMP Agent SNMP agent must be configured as follows:
= Valid port number is assigned.
= SNMP version must be set to v1/v2c.

If SNMP Trap alerts from server are used, configure
additional setting for traps:

= SNMP Trap is enabled

= SNMP Trap message is set to HCSM

= Configure SNMP Trap level as user option
These settings are optional:

= System Contact Name

= Location

SNMP Manager Both the computer running SCOM itself, and the computer
running this SCOM adapter must be registered as SNMP
managers on each management module. These settings
must be configured:

= IP address

= Port number

= SNMP version must be set to v1/v2c
= Community nhame must be non-null

HTTP Port HTTP service for management module, BMC on the blades
or on Compute Rack server must be configured as follows:

« HTTP must be enabled
= Port number must be set to 80

IPMI Accounts IPMI accounts must be configured in BMCs on all blades or
Compute Rack servers. These settings must be configured:

= Username

= Password

= Privilege must be Administrator
= Account must be enabled

SMASH account SMASH accounts must be configured in CB500 and CB2500
BMCs. These settings must be configured:

= Username must be non-null
= Password must be non-null
= Privilege must be Administrator

= Account must be enabled
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Installation Prerequisites

Before using Hitachi Infrastructure Adapter for Microsoft® System Center
Operations Manager, the following items must be installed and configured:

* Microsoft System Center Operations Manager

* Microsoft .NET Framework 3.5 SP1

* Microsoft .NET Framework 4.5 (Windows Server 2012)

* Microsoft .NET Framework 4.6 (Windows Server 2016)

* Microsoft Management Console 3.0

* Ipmiutil, an open-source download from SourceForge.net
o Version 2.9.1 if SCOM server is Windows Server 2012
o Version 3.0.0 if SCOM server is Windows Server 2016

* Java SE Runtime Environment (x64) 1.8.0 or later

* RAID Manager (Command Control Interface (CCI)) 01-39-03/04
or later

This adapter requires CCI be installed on the SCOM adapter host, and a
command device must be mapped from each Enterprise family array before
array monitoring can be configured. See the Hitachi Infrastructure Adapter
for Microsoft® System Center Operations Manager v01.10.0 User’s Guide
for Storage Systems for more information.

During installation, you must provide an account name and password for
the connector service. Refer to Configuring the SCOM Server.

The Hitachi connector service and SCOM must be able to communicate via
TCP/IP.

Storage subsystems must have dual controllers, and each controller must
be accessible using TCP/IP.

The Hitachi subsystem connector service must be running with adequate
Windows security requirements in order to communicate with SCOM, which
may be running on a different computer.

The Hitachi connector service uses TCP port 5724 to communicate with
SCOM.

The Hitachi connector service uses TCP port 2001 to communicate with
Hitachi Device Manager.

30 Requirements and Installation

Hitachi Infrastructure Adapter for Microsoft® System Center Operations Manager Consolidated Installer
User’s Guide



The Hitachi connector service uses TCP port 3001 and 3003 to
communicate with localhost.

To make use of all Hitachi Compute Adapter for Microsoft® System Center
Operations Manager features, IPMIUTIL, which is an open-source download
from SourceForge.net, must be installed. After installing IPMIUTIL, it may

be necessary to log out, and log in again to completely enable its

functionality.

For more information, see:

http://ipmiutil.sourceforge.net/

To collect alerts from Enterprise family array SVPs, Hitachi Storage
Connector Service uses TCP ports 1099, 51099 and 51100.

Account permissions for installing and using the Hitachi
Infrastructure Adapter for SCOM

The tables below lists users and their respective permission levels to install
or use the Hitachi Infrastructure Adapter for System Center Operations

Manager software as determined by their respective Windows Server 2012
or Windows Server 2016 account permission levels.

Account permissions per Windows Server 2012

Permission to install adapter User Permission to use
software adapter software

Domain Administrator Domain Administrator Yes

Domain Admin authorized user Yes

Domain Admin limited authorized user Yes

Local Administrator Yes

Local Admin authorized user Yes

Local Admin limited authorized user No

Domain Admin authorized user Domain Administrator Yes

Domain Admin authorized user Yes

Domain Admin limited authorized user Yes

Local Administrator Yes

Domain Admin authorized user Local Admin authorized user Yes

Local Admin limited authorized user No

Domain Admin limited authorized - No install
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Permission to install adapter

User

Permission to use

software adapter software

user

Local Administrator Domain Administrator No
Domain Admin authorized user No
Domain Admin limited authorized user No
Local Administrator Yes
Local Admin authorized user Yes
Local Admin limited authorized user No

Local Admin authorized user Domain Administrator No
Domain Admin authorized user No
Domain Admin limited authorized user No
Local Administrator Yes
Local Admin authorized user Yes
Local Admin limited authorized user No

Local Admin limited authorized - No install

user

Account permissions per Windows Server 2016

Permission to install

Domain Administrator

User Permission to use
Domain Administrator Yes
Domain Admin authorized user Yes
Domain Admin limited authorized user Yes
Local Administrator Yes
Local Admin authorized user Yes
Local Admin limited authorized user Yes: run as

Administrator

Domain Admin authorized user

*Install: run as Administrator

Domain Administrator

Yes

Domain Admin authorized user

Yes: run as
Administrator

Domain Admin limited authorized user

Yes: run as
Administrator

Local Administrator

Yes: run as
Administrator

Local Admin authorized user

Yes: run as
Administrator

Local Admin limited authorized user

No
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Permission to install User

Permission to use

Domain Admin limited authorized - No install

user

Local Administrator Domain Administrator No
Domain Admin authorized user No
Domain Admin limited authorized user No
Local Administrator Yes
Local Admin authorized user Yes
Local Admin limited authorized user No

Local Admin authorized user Domain Administrator No
Domain Admin authorized user No

*Install: run as Administrator Domain Admin limited authorized user No
Local Administrator Yes
Local Admin authorized user Yes: run as

Administrator

Local Admin limited authorized user No

Local Admin limited authorized - No install

user

Pre-installation Tasks

Before installing Hitachi Infrastructure Adapter for Microsoft® System
Center Operations Manager, it may be helpful to use the System Center
2012 Operations Manager Sizing Helper Tool. This tool can assist with

designing a SCOM environment. Download it from:

http://www.microsoft.com/en-us/download/details.aspx?id=29270

Note The System Center 2012 Operations Manager Sizing Helper Tool can also be

L

helpful before installing the System Center 2016 Operations Manager.
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Installing the Software

If the following cases apply, additional environment configuration will be

required before and after the installation. For more information, see Dual
Connectors.

*/ When the server on which the Hitachi Infrastructure Adapter for
Microsoft® System Center Operations Manager is installed is in a
domain that does not contain a SCOM instance.

*' When Hitachi Infrastructure Adapter for Microsoft® System
Center Operations Manager is installed on multiple servers.

For dual connections to SCOM, when installing the Hitachi Infrastructure Adapter
for Microsoft® System Center Operations Manager software on multiple servers,
be sure the same version of the software is installed across all instances.
Combinations of different adapter versions are not supported.

[ .’J’

1]

[

Consolidated Installer

Hitachi Infrastructure Adapter for Microsoft® System Center Operations

Manager is available for download from the Hitachi Data Systems Support
Portal.

The installer file name is:

Hitachi-SCOM-Infrastructure-setup (01.10.0)-(x64) .exe

This product installs one or two Windows services that collect information
about Hitachi hardware and display it in SCOM.

Note Before installing Hitachi Infrastructure Adapter for Microsoft® System Center

Operations Manager, verify that Microsoft® System Center Operations Manager
2012 or 2016 is installed and running.

1””

I

I
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To initiate installation:

1. Double-click Hitachi-SCOM-Infrastructure-setup (01.10.0) -
(x64) .exe to extract the files and start the install wizard.

Hitachi Infrastructure Adapter for Microsoft® System Center Cperations ..

i

Preparing to Install...

Hitachi Infrastructure Adapter for Microgoft® Sypstem Center
Operations Manager Setup iz preparing the [nstallShield
‘wizard, which will guide vou through the program setup
process. Pleaze wait.

Preparing to Install...

Cancel

2. In the Welcome screen, click Next.

Hitachi Infrastructure Adapter for Microsoft® System Center Cperafi... -

Welcome to the InstallShield Wizard for Hitachi
Infrastructure Adapter for Microzoft® Spstem
Center Operations Manager

The InztallShield wizard will inztall Hitachi [nfrastructure
Adapter for Microzoft® Spstem Center Dperations Manager
o your complter. Tao continue, click Mest.

< Back Next)D\g | Cancel
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3. Select one or both products you want to install, click Next. For
installation instructions for each sub-product, see Installing the Hitachi
Compute Adapter for Microsoft SCOM or Installing the Hitachi Storage
Adapter for Microsoft SCOM.

Hitachi Infrastructure Adapter for Microsoft® System Center Cperafi... -

Select Features ‘ ]

Select the features getup will ingtall, I‘\h

Select the features you want ta install, and deselect the features you do not want ta install.

Description

Hitachi Compute Adapter for
Microsoft® Spstem Center
Operations Manager

< m >
< Back " Mewut » | | Cancel
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Installing the Hitachi Compute Adapter for Microsoft
SCOM

To install the Hitachi Compute Adapter for Microsoft SCOM:

1. Choose the Hitachi Compute Adapter for Microsoft® System
Center Operations Manager option, then click Next to extract the
files.

Hitachi Infrastructure Adapter for Microsoft® System Center Cperafi... -

Select Features %

Select the features setup will install. | - -

Select the features you want to install, and deselect the features you do not want to install

Dezcription

----- Hitachi Compute Adapter for i oft e |
----- [ Hitachi Storage Adapter for Microsoft® System Cf  Hitachi Compute Adapter far
Microsoft® Spstem Center
Operations Manager

< Back " HEHUD\\J| Cancel

2. Click Install.
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Hitachi Infrastructure Adapter for Microsoft® System Center Cperafi... -
Ready to Install the Program wm
The wizard iz ready to begin inztallation. I o -
Click Inztall to beqin the installation.
If you want ta review or change any of your installation settings, chick Back. Click Cancel to exit
the wizard.
< Back " [GEE L\\\J | Cancel
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3. In the Welcome screen, click Next.

Hitachi Compute Adapter for Microsoft® System Center Operations -

Welcome to the InstallShield Wizard for Hitachi
Compute Adapter for Microsoft® System Center
Operations Manager

The IngtallShield Wizard will inztall Hitachi Compute
Adapter for Microzoft® System Center Operations banager
on pour computer. To continue, click Hest,

< Back | Mext > %| Cancel |

4. Read the license agreement carefully. Choose I accept the terms of
the license agreement, then click Next.

Hitachi Compute Adapter for Microsoft® System Center Operations -

Licenze Agreement "
Plzaze read the following license agreement carefully. I 4

Adapter Licenze Terms

Unlezs athenwize pravided for in a current signed agreement between ou and Hitachi
Data Systems Corporation ["HDS"), located at 2845 Lafapette Street, Santa Clara, CA
935050, theze Adapter License Terms ['Temsz"'] apply to the HDS Adapter Product
provided to vou,

You muzt read these Adapter Licenze Terms under which HDS will license the Adapter to
“ow, Capitalized termz will have the meanings indicated in Section 16 below. HDS iz
wiling to icense the Adapter to you only upon the condition that pou accept all the
provizions included in these Terms. Please read the Terms carefully, as installing the
Adapter will indicate your azzent to them. | you do not agree to these terms, then HOS s
unwilling to license the Adapter o you, in which event you should return the Adapter to

b

coept the terms of the license agreement

() | do ot accept the terms of the license agreement

< Back " ﬂext>v\’\\|| Cancel |

Requirements and Installation 39

Hitachi Infrastructure Adapter for Microsoft® System Center Operations Manager Consolidated Installer
User’s Guide



5. In the Choose Destination Location screen, click Next. (Optionally,
click Browse to choose a custom installation folder.)

By default, the software is installed in folder:

<Drive Letter>:\Program Files\Hitachi\Hitachi Server
Management Pack for SCOM

Hitachi Compute Adapter for Microsoft® System Center Operations -

Choose Destination Location u i,

Setup will install Hitachi Compute Adapter for Microzoft® System Center Operations
Manager in the following folder.

Select folder where zetup will install files.

To install to this folder, click Mewst. To install to a different folder, click Browse and select
another folder.

Destination Folder

C:h L SHitachi Server Management Pack for SCOMY

< Back " Mewst » [%| Cancel |

40 Requirements and Installation

Hitachi Infrastructure Adapter for Microsoft® System Center Operations Manager Consolidated Installer
User’s Guide



6. In the Service Login Information screen, enter the username and
password for the user account to be used by the service; click Next.

Hitachi Compute Adapter for Microsoft® System Center Operations -
-

Service Login Information L=,

' el

Specify the uger account to be used by the service, Uszer account must be in the format
DOMAIMNY sermarme.

Usemame: | CONTOS Adriristator |

Password: | #44SEEEEEE |

Corfim; | #eeteeeses) |

| < Back " HEHD{,\\\Jl Cancel

7. Click Install to begin the installation

Hitachi Compute Adapter for Microsoft® System Center Operations -
Ready to Install the Program ‘i?’“h

The wizard iz ready to begin installation. ' i

Click Inztall to begin the installation.

If pou want to reviews or change any of vour installation settings, click Back. Click Cancel to exit
the wizard.

< Back " Install % | Cancel
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The Setup Status screen shows the progress of the installation.

Hitachi Compute Adapter for Microsoft® System Center Operations . -

Setup Status

The InstallShield Wizard iz ingtaling Hitachi Cormpute Adapter for Microsoft® Syetern Center
Operations banager

Creating folders

Cancel

8. When the installation is complete, review the items listed under
Caution, then click Finish.

Hitachi Compute Adapter for Microsoft® System Center Cperations Mana...
InstallShield Wizard Complete

The InztallShield Wizard successfully installed Hitachi Compute
Adapter for Microzoft® Systern Center Operations Manager.
Click Finizh to exit the wizard,

# Cautions

The System Center Operations Manager dll files listed below
musgt be copied to the Hitachi Compute Adapter for Microsoft®
Systemn Center Dperations M anager installation falder.

» Microsoft. E nterprizeh anagerment. 0 perationzhd anager. dil
» Microzoft. Enterprizetd anagement. Core.dll

» Microsoft.E nterprizetd anagement. Buntinne. dil

» Microzoft Enterprizetd anagement. Packaging.dll

See the Uzer's Guide for mare information.

< Back Cancel
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9. In the confirmation screen, click Finish to close the InstallShield
Wizard.

Hitachi Infrastructure Adapter for Microsoft® System Center Cperations ..

InstallShield Wizard Completed.

Froduct Installation Statuz provided below,

Hitachi Compute ddapter for Microzoft® System Center
Operations Manager  [Product Installation Succeeded)

Hitachi Storage Adapter for Microsoft® Spstem Center
Operations Manager  [Product not [nstalled)

< Back Cancel

10. Complete the post-installation tasks. See Post-installation Tasks.

Installing the Hitachi Compute Management Pack on a separate
server

If you installed the Hitachi Compute Management Pack on a server that
does not contain SCOM, perform the following procedure manually.

Note The steps listed below are not necessary if both SCOM and the Hitachi Compute
Management Pack are installed on the same server.

e

1. On the server on which the Hitachi Compute Management Pack was
installed, find and copy the path and all files in the Utilities folder at:

<Drive Letter>:\Program Files\Hitachi\Hitachi
Server Management Pack for SCOM\Utilities

2. Paste the Utilities folder in the same path location on the SCOM server
(you may also need to create the same folder tree if it is not present).

3. Create an environment variable:
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Variable name: SCOMIPMIUTIL

Variable Value: <Drive Letter>:\Program
Files\Hitachi\Hitachi Server Management Pack for
SCOM\Utilities

The value of the variable should reflect the path created in Step 2

above.
Environment Yariables £
Mew User Variable -
Variable pame: | SCOMIPMILTIL |
Wariable value: | ierver Management Pack For SCOM|Utilities |
oK | | Cancel |
Syskem wariables
‘ariable Walue -~
Comspec Cwindowstsyskem3ziomd. exe
FP_NO_HOST C... MO
MUMBER_OF P... 1
05 windows_MT -
Mew.. || Edt.. || Delkte |
| o4 | | Zancel |

4. Install the ipmiutil utility.
To fully utilize all Hitachi Compute Management Pack functions, you
may need to install the ipmiutil utility on the SCOM server.

e Install version 2.9.1 if the SCOM server is Windows Server
2012

e Install version 3.0.0 if the SCOM server is Windows Server
2016

To install ipmiutil, refer to the following web site:

http://ipmiutil.sourceforge.net/
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Installing the Hitachi Storage Adapter for Microsoft
SCOM

To install the Hitachi Storage Adapter for Microsoft SCOM:

1. Choose the Hitachi Storage Adapter for Microsoft System Center
Operations Manager option, then click Next to extract the files.

Hitachi Infrastructure Adapter for Microsoft® System Center Cperafi... -

Select Features %

Select the features setup will install g

Select the features you want ta install, and deselect the features you do not want ta install.

""" o[ Hitachi Compute &dapter for Microsoft® Systern [ Desciiption

| Hitachi Starage Adapter far Micro st C Hitachi Storage Adapter for
Microgoft® System Center
Operations banager

< Back " Mewut » D\J§| Cancel
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2. Click Install.

Hitachi Infrastructure Adapter for Microsoft® System Center Operati.. -
Ready to Install the Program ‘ﬁ"m
The wizard iz ready to begin installation. -
Click Inztall to begin the installation.
If pou want to reviews or change any of vour installation settings, click Back. Click Cancel to exit
the wizard.
< Back " Install Cg | Cancel
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3. In the Welcome screen, click Next.

Hitachi Storage Adapter for Microsoft® System Center Operations .. -

Welcome to the InstallShield Wizard for Hitachi
Storage Adapter for Microsoft® System Center
Operations Manager

The IngtallShield Wizard will inztall Hitachi Storage Adapter

for Microzoft® System Center Dperations b anager an yaur
computer. To continue, click Hext,

% Cautions

Hitachi Storage Adapter for Microzoft® Syetem Center
Operations Manager software specifically requires Oracle
Java Runtime Ervironment x4 Edition, Vergion 8 or higher.

See the user's quide for mare information.

< Back | Mext > R%| Cancel |

4. Read the license agreement carefully. Choose I accept the terms of
the license agreement, then click Next.

Hitachi Storage Adapter for Microsoft® Systemn Center Operations .. -

Licenze Agreement ‘
Plzaze read the following license agreement carefully.

&
Adapter Licenze Terms

Unlezs athenwize pravided for in a current signed agreement between ou and Hitachi

Data Systems Corporation ["HDS"), located at 2845 Lafapette Street, Santa Clara, CA
935050, theze Adapter License Terms ['Temsz"'] apply to the HDS Adapter Product

provided to vou,

You muzt read these Adapter Licenze Terms under which HDS will license the Adapter to
“ow, Capitalized termz will have the meanings indicated in Section 16 below. HDS iz

wiling to icense the Adapter to you only upon the condition that pou accept all the
provizions included in these Terms. Please read the Terms carefully, as installing the
Adapter will indicate your azzent to them. | you do not agree to these terms, then HOS s
unwilling to license the Adapter o you, in which event you should return the Adapter to w

coept the terms of the license agreement

() | do ot accept the terms of the license agreement

< Back " HEHURJ| Cancel |
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5. In the Choose Destination Location screen, click Next. (Optionally,
click Browse to choose a custom installation folder.)

By default, the software will be installed in this folder:

<Drive Letter>:\Program Files\Hitachi\Hitachi Storage Management Pack

for SCOM
Hitachi Storage Adapter for Microsoft® Systemn Center Operations .. -
Choose Destination Location N i
Select folder where zetup will install files. ‘

Setup will install Hitachi Storage Adapter for Microsaft® Syztem Center Operations
Manager in the following folder.

To install to this folder, click Mewst. To install to a different folder, click Browse and select
another folder.

Destination Folder

C:h.WHitachi Storage Management Pack for SCOMY

< Back " NEHDL\\\J| Cancel |
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6. In the Service Login Information screen, enter the username and
password for the user account to be used by the service; click Next.

Hitachi Storage Adapter for Microsoft® Systemn Center Operations .. -
-

Service Login Information L=,

' el

Specify the uger account to be used by the service, Uszer account must be in the format
DOMAIMNY sermarme.

Usemame: | CONTOS Adriristator |

Password: | #44SEEEEEE |

Corfim; | #eeteeeses) |

| < Back " Mewut » %| Cancel

7. Click Install to begin the installation.

Hitachi Storage Adapter for Microsoft® Systemn Center Operations .. -
Ready to Install the Program ‘i?’“h

The wizard iz ready to begin installation. ' i

Click Inztall to begin the installation.

If pou want to reviews or change any of vour installation settings, click Back. Click Cancel to exit
the wizard.

< Back " Install Cé| Cancel
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The Setup Status screen shows the progress of the installation.

Hitachi Storage Adapter for Microsoft® System Center Qperations .. -

Setup Status

The InstallShield Wizard iz ingtalling Hitachi Storage Adapter for Microsoft® System Center
Operations banager

LA SHitachi. Storage. Service. Monitoring, 3.1 sml

Cancel

8. When the installation is complete, review the items listed under
Caution, then click Finish to exit the wizard.

Hitachi Storage Adapter for Microsoft® System Center Operations Manag...

InstallShield Wizard Complete

The InztallShield Wizard successfully installed Hitachi Storage
Adapter for Microzoft® Systern Center Operations Manager
zoftware. Click Finigh to exit the wizard,

» Cautionsk

The System Center Operations Manager . dll files lizted below
muzt be copied to Hitachi Starage Adapter for Microzaft®
Syztem Center Operations Manager inztallation folder,

» Microzoft Enterprizetd anagement. O perationstd anager. dll
» Microsoft. Enterprizei anagerment. Core. dil
» Microzoft. Enterprizetd anagement. B untime. dll

See the user's guide for more information,

< Back Cancel
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9. In the confirmation screen, click Finish to close the InstallShield
Wizard.

Hitachi Infrastructure Adapter for Microsoft® System Center Cperations ..
InstallShield Wizard Completed.

Froduct Installation Statuz provided below,

Hitachi Compute ddapter for Microzoft® System Center
Operations Manager  [Product not Installed)

Hitachi Storage Adapter for Microsoft® Spstem Center
Operations Manager  [Product Inztallation Succeeded)

< Back Cancel

10. Complete the post-installation tasks. See Post-installation Tasks.

Post-installation Tasks

After installing the Hitachi Compute Adapter for Microsoft SCOM and/or the
Hitachi Storage Adapter for Microsoft® SCOM software, you must copy the
System Center 2012 or 2016 - Operations Manager SDK .dll library files
listed below from their respective Microsoft SCOM installation folders to the
Hitachi Storage Adapter for Microsoft® SCOM installation folder and/or the
Hitachi Compute Adapter for Microsoft SCOM installation folder.

Note The location of the System Center 2012 or 2016 - Operations Manager SDK

= installation folder may vary according to the version of your Microsoft System
Center Operations Manager.

}

)
ﬁn’

Requirements and Installation 51

Hitachi Infrastructure Adapter for Microsoft® System Center Operations Manager Consolidated Installer
User’s Guide



1. Copy the four .dll library files listed below for your version of Microsoft
System Center (2012 or 2016) from their respective Microsoft SCOM
installation folders to the Hitachi Compute Adapter for Microsoft
SCOM installation folder (..\Program Files\Hitachi\ Hitachi
Server Management Pack for SCOM).

For Microsoft Systems Center 2012/2012 SP1/2012 R2

<C>:\Program Files\<Microsoft System Center
2012>\Operations Manager\SDK Binaries

0 Microsoft.EnterpriseManagement.Core.dll

0 Microsoft.EnterpriseManagement.OperationsManager.
dll

0 Microsoft.EnterpriseManagement.Runtime.dll

<C>:\Program Files\<Microsoft System Center
2012>\Operations Manager\Setup

0 Microsoft.EnterpriseManagement.Packaging.dll

For Microsoft Systems Center 2016

<C>:\Program Files\Microsoft System Center
2016\Operations Manager\WebConsole\WebHost\bin\SDK
Binaries

0 Microsoft.EnterpriseManagement.Core.dll

0 Microsoft.EnterpriseManagement.OperationsManager.
dll

O Microsoft.EnterpriseManagement.Runtime.dll

<C>:\Program Files\Microsoft System Center
2016\Operations Manager\Setup

0 Microsoft.EnterpriseManagement.Packaging.dll

2. Copy the three .dll library files listed below from your version of the
Microsoft System Center (2012 or 2016) installation folder to the
Hitachi Storage Adapter for Microsoft® SCOM installation folder
(..\Program Files\Hitachi\Hitachi Storage Management
Pack for SCOM).

For Microsoft Systems Center 2012/2012 SP1/2012 R2
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<C>:\Program Files\<Microsoft System Center
2012>\0Operations Manager\SDK Binaries

0 Microsoft.EnterpriseManagement.Core.dll

0 Microsoft.EnterpriseManagement.OperationsManager.
dll

0 Microsoft.EnterpriseManagement.Runtime.dll

For Microsoft Systems Center 2016

<C>:\Program Files\Microsoft System Center
2016\Operations Manager\WebConsole\WebHost\bin\SDK
Binaries

0 Microsoft.EnterpriseManagement.Core.dll

0 Microsoft.EnterpriseManagement.OperationsManager.
dll

0 Microsoft.EnterpriseManagement.Runtime.dll
3. Log out of your Windows account, then login again.

4, Start the Hitachi Compute Connector service to import the new
management packs into the SCOM console. See Configuring the
Hitachi Compute Connector in the Hitachi Infrastructure Adapter for
Microsoft® System Center Operations Manager User’s Guide for
Compute Systems.

5. Start the Hitachi Storage Connector service. See Configuring the
Hitachi Storage Connector in the Hitachi Infrastructure Adapter for
Microsoft® System Center Operations Manager User’s Guide for
Storage Systems.

Uninstalling the Software

Uninstall either adapter using the Windows Control Panel.
1. From the Start menu, select Control Panel.
2. Double-click Programs and Features.
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] Programs and Features = | =] -

(-' - %t ||‘3 <« Programs b Programs and Features v CJ| | Search Prograrns and Features 2 |

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
H Turn Windows features on or
off Organize = = v @
Install a program from the - .
network Marne Publisher ~

ﬁ!Hitachi Cornpute &dapter for Microsoft® Systern Center Operations Manager  Hitachi, Ltd.
ﬁ!Hitachi Storage Adapter for Microsoft® System Center Operations Manager  Hitachi, Ltd.
< m >

—— Currently installed programs Total size:  5.27 GB
I L 36 programs installed

Uninstalling the Hitachi Compute Adapter for
Microsoft SCOM

1. In Control Panel > Programs and Features, right-click Hitachi
Compute Adapter for Microsoft® System Center Operations
Manager, then select Uninstall from the Action menu.

[ Programs and Features =0 -

(-. - 4 |E‘L < Programs » Programs and Features v &

| Search Programs and Features 2 |

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
) Turn Windows features on or
off Organize *  Uninstall  Change = o @
Install a pregram from the - .
network Marre Publisher A

Eﬁ!Hitachi Compute Adapter for Microsoft® Systern Center Operations hManager  Hitachi, Ltd,

ﬁ!Hitachi Starage Adapter for Microsoft® System Center (tachi, Ltd, |~

< m Change >
ALA|  Hitachi, Ltdl. Product version: 03.10.0

ir@v Help link:  hitp://www.hitachi.com

The selection is prepared for uninstallation.

2. Confirm the components you want to uninstall, then click Yes to
continue.
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Uninstallation will rermove the directory and its contents: ChProgram
Files\HitachihHitachi Server Management Pack for SCORY, Both the Management
Pack{s) added to Microsoft® System Center Operations Manager and the Server
Conductor &gent {if installed) will remain, &re you sure you weant to remowve
Hitachi Compute Adapter for Microsoft® System Center Operations Manager
frarm your carmputer?

Setup Status

The InstallShield \Wwizard iz removing Hitachi Compute Adapter for Microsoft® Systemn Center
Operations Manager

Publizhing azzembly information

InztallShield

Cancel
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3.  When uninstallation is complete, click Finish to close the wizard.

Hitachi Compute Adapter for Microsoft® System Center Cperations Mana...

Uninsztall Complete

InztallShield Wizard hasz finished uninzstaling Hitachi Compute
Adapter for Microzoft® Systern Center Operations Manager.

< Back Cancel
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Uninstalling the Hitachi Storage Adapter for
Microsoft SCOM

1. In Control Panel > Programs and Features, right-click Hitachi

Storage Adapter for Microsoft SCOM, then select Uninstall from
the Action menu.

el Pragrams and Features =-|0 -

(-I > 4 |B <« Prograrns » Programs and Features v (‘;| | Search Prograrms and Features 2 |

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

B Turn Windows features on or
off Organize *  Uninstall  Change = @
Install a program from the - .
network Marne Publisher ~

ﬁ!Hitachi Storage Adapter for Microsoft® System Center Operations Manager  Hitachi, Ltd,

| £/ Java B Update 71 (84-bit) Oracle Car., |+
< u Change k ’

_#ACA|  Hitachi, Ltd. Product version: 03.11.0
r@“ﬁ Help link:  http://www.hitachi.com

The selection is prepared for uninstallation.

2. Confirm the components you want to uninstall, then click Yes to
continue.

Hitachi Storage Adapter for Microsoft® System Center Operation.., |

The installer will not rernove the Management Packs from Microsoft® Spstem
Center Operations Manager. If ywou would like to remowve thern from Microsoft®
Systern Center Operations Manager please choose Mo to abort this uninstallation,
start the Hitachi Storage Connector Configuration tool, select Connectar
Configuration, and click on Uninstall Management Packs,

Arewou sure you want to uninstall Hitachi Storage Adapter for Microsoft®
Systern Center Operations Manager?

| Yes %J | Mo
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Hitachi Storage Adapter for Microsoft® System Center Qperations .. -

Setup Status

The InstallShield \Wwizard iz remorving Hitachi Storage Adapter for Microzoft® System Center
Operations Manager

Deleting services

InztallShield

Cancel

3.  When uninstallation is complete, click Finish to close the wizard.

Hitachi Storage Adapter for Microsoft® System Center Operations Manag...

Uninsztall Complete

InztallShield 'Wizard has finished uninstalling Hitachi Storage
Adapter for Microzoft® System Center Operations Manager,

< Back Cancel
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Post-uninstallation Tasks

After uninstalling the Hitachi Infrastructure Adapter for Microsoft® System

Center Operations Manager software, you must delete the System Center

2012 or 2016 - Operations Manager SDK that you copied to the installation

folder when you installed the software.

1.

Browse to the Hitachi Compute Adapter for Microsoft® System Center

Operations Manager installation folder.

Delete the following .dll files.

o Microsoft.EnterpriseManagement.OperationsManager.dll
o Microsoft.EnterpriseManagement.Core.dll

o Microsoft.EnterpriseManagement.Runtime.dll

o Microsoft.EnterpriseManagement.Packaging.dll

Browse to the Hitachi Storage Adapter Microsoft® System Center
Operations Manager installation folder.

Delete the following .dll files.

o Microsoft.EnterpriseManagement.OperationsManager.dll
o Microsoft.EnterpriseManagement.Core.dll

o Microsoft.EnterpriseManagement.Runtime.dll

Repairing the Software

Repair either adapter using the Windows control panel.

1.
2.

From the Start menu, select Control Panel.
Double-click Programs and Features.

il Programs and Features =1 1= -

(-I - %t ||‘3 <« Programs » Programs and Features v (’_f| | Search Prograrns and Features 2 |

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
® Turn Windows features on or
off Organize = = o @
Install a program from the - .
network MNarre Publisher ~

ﬁ!Hitachi Cornpute &dapter for Microsoft® Systern Center Operations Manager  Hitachi, Ltd.
ﬁ!Hitachi Starage Adapter for Microsoft® System Center Operations Manager  Hitachi, Ltd, |~
< m >
— Currently installed programs Total size: 5.27 GB
| 36 programs installed
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Repairing the Hitachi Compute Adapter for Microsoft

SCOM
1.

In Control Panel > Programs and Features, right-click Hitachi

Compute Adapter for Microsoft® System Center Operations

Manager, then select Change from the Action menu.

=

Programs and Features

(== |

(_. - 1 |B <« Programs » Programs and Features

w (‘;| | Search Prograrns and Features 2 |

Control Panel Home .
Uninstall or change a program
View installed updates
B Turn Windows features on or

off

Organize *  Uninstall  Change
Install a program from the -
network Narne

ﬁ!Hitachi Cormpute &dapter for Microsoft® Systern Center Operations Manager
ﬁ!Hitachi Starage Adapter for Microsoft)

Uninstall s hanager
_—E Hitachi, Ltd, Product version:  U3.T0.0 k
Ir@‘= Help link:  http:/fwww.hitachi.com

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

= v @
Publisher ~
Hitachi, Ltd,

Hitachi, Ltd,  +
>

The selection is prepared for repair.

In the Welcome screen, select Repair, then click Next.

Hitachi Compute Adapter for Microsoft® System Center Operations -

Welcome wm

o

Welcome to the Hitachi Compute Adapter for Microsoft® System Center Operations banager
Setup Maintenance program. Thiz program lets you modify the curent installation. Click one of

Repair, or remove the program.

Reinztall all program features installed by the previous setup.

() Bemove

@ Remowe all installed features.

< Back HEHUD\\J | Cancel |

In the Service Login Information screen, enter the username and
password for the user account to be used by the service; click Next.
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Service Login Information

Specify the user account to be used by the service. User account muzt be in the format
DOMAINY semame.

Usemame: | CONTOS Adriristratod

Passnord: | #4444SS88E

Corfim. | eeessssses

InztallShield

| < Back " Mewut » | Cancel |

The Setup Status screen shows the status of the repair.

Setup Status

The InztallShield ‘Wizard iz repairing Hitachi Compute Adapter for Microzoft® Syetem Center
Operations banager

Publizhing product infarmation

IkstallShield
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4. When the repair is complete, click Finish to exit the wizard.

Hitachi Compute Adapter for Microsoft® System Center Operations Mana..,

Maintenance Complete

InztallShield wWizard haz finished perfforming maintenance
operations on Hitachi Compute Adapter for Microsoft® System
Center Operations Manager.

< Back Cancel

62 Requirements and Installation

Hitachi Infrastructure Adapter for Microsoft® System Center Operations Manager Consolidated Installer
User’s Guide



Repairing the Hitachi Storage Adapter for Microsoft
SCOM

1. In Control Panel > Programs and Features, right-click Hitachi
Storage Adapter for Microsoft® System Center Operations
Manager, then select Change from the Action menu.

il Programs and Features -0 -

(-. - 1 |E‘L <« Prograrns » Programs and Features v &

| Search Prograrns and Features 2@ |

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

B Turn Windows features on or

off Organize *  Uninstall Change = v @

Install a program from the - .
network Mame Publisher ~

ﬁlHitachi Cornpute Adapter for Microsoft® Systern Center Operations Manager  Hitachi, Ltd.
ﬁlHitachi Storage Adapter for Microsoft® Systern Center Operations Manager  Hitachi, Ltd, |+

< iy Uninstall >

_—E Hitachi, Ltd. Product versior
Ir"a‘i Help linkr—Trprrr wwrw.nitdagir.com

The selection is prepared for repair.

2. In the Welcome screen, select Repair, then click Next.

Hitachi Storage Adapter for Microsoft® Systemn Center Operations .. -

Welcome wm

o

WWelcome to the Hitachi Starage Adapter for Microzoft® Systern Center Operations b anager
Setup Maintenance program. Thiz program letz wvou modify the cunrent installation, Click one of
the options below.

Repair, or remove the program.

(®) Repair

ﬁ Reinztall all program features installed by the previous setup.

() Remove

@ Remowe all installed features.

< Back Next>%| | Cancel
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3. In the Service Login Information screen, enter the username and
password for the user account to be used by the service; click Next.

Service Login Information

Specify the uger account to be used by the service, Uszer account must be in the format
DOMAIMNY zermame.

Usemame: | CONTOS\Adrmiristrator

Passnord: | #4444SS88E

Corfim; | #eeteeeses)

IkstallShield

| Cancel |

The Setup Status screen shows the status of the repair.

Setup Status

The InstallShield \Wwizard iz repairing Hitachi Storage Adapter for Microzoft® Systemn Center
Operations Manager

Copying new files

InztallShield

Cancel
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4. When the repair is complete, click Finish to exit the wizard.

Hitachi Storage Adapter for Microsoft® System Center Operations Manag..,

Maintenance Complete

InztallShield wWizard haz finished perfforming maintenance
operations on Hitachi Starage Adapter for Microzoft® System
Center Operations Manager.

< Back Cancel
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Restrictions and Considerations

[* Upgrading may clear alerts and performance data

[* Starting Hitachi Storage Connector Configuration

[* Downgrading to a previous version
[* Notes on the account supplied during adapter installation

[* Network Configuration of VSP Gx00 with Unified NAS module/VSP
Fx00 with Unified NAS module

* SNM2 API Limitation

*| QuantaPlex T41S-2U Chassis State/Node State Limitation

| Upgrading an operating VSP G1000 subsystem to VSP G1500
*| Adding Exclusions to Windows Defender Realtime Protection
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Upgrading may clear alerts and performance data

When either the Storage or Server SCOM adapter is upgraded, the existing
Hitachi management packs in SCOM may be replaced with newer versions.
This happens when the Connector service first starts.

When the management packs are replaced, the existing performance and
alert information stored in SCOM may be removed.

Starting Hitachi Storage Connector Configuration

The Hitachi Storage Connector Configuration (HSCC) shortcut on the
Windows Start menu should be used to launch the HSCC software.

Since HSCC uses the MMC snap-in framework, it is possible to add HSCC to
the MMC, yet this manual configuration may lead to malfunctions.

Downgrading to a previous version

When downgrading to a previous SCOM adapter version, care should be
taken to avoid the unintentional combination of an older adapter version
with newer configuration files. The simplest way to avoid this combination
is to manually remove or rename the installation folder for the SCOM
adapter after its uninstallation, before installing the older version.

The SCOM adapters are designed to leave their installation folders (and a
few key files therein) on the computer’s file system after they have been
uninstalled. During upgrades, this allows new SCOM adapter versions to
be installed without requiring monitored device details to be tediously re-
entered. Yet, this characteristic can cause problems during downgrades.

Specifically, if an older SCOM adapter version loads configuration files
saved by a newer version, some devices may appear in the MMC snap-in
(and in SCOM) as "UNKNOWN" instead of the device by the normal
identifier. These "UNKNOWN” entries may remain in SCOM even after they
have been removed from the MMC snap-in.

See the table below to determine which versions of the adapter software
can be downgraded to an earlier version.
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SCOM Adapter Environment

System Center Environment

Possible to downgrade to
SCOM v01.9.0 or earlier?

oS SCOM Adapter oS System Center
Windows v1.10.0 Windows 2012 Yes
Server 2012 Server 2012 2016 No
Windows 2012 Yes
Server 2016 2016 No
Windows V1.10.0 Windows 2012 No
Server 2016 Server 2012 2016 No
Windows 2012 No
Server 2016 2016 No

Warning Downgrades listed as “"No” would require changes to the SCOM adapter installation server

Fy

a8

and reconfiguration of the System Center, thus they are not supported.

Downgrade steps:

Warning Prior to downgrading the software, remove any of the following subsystems

Py that have already been registered.
Unified NAS Module
VSP G1500, VSP F1500

& -

1. Remove the SCOM adapter management packs by one of the two

methods listed below.

a) Use the MMC snap-in of the existing version of the adapter to
remove the SCOM adapter management packs from SCOM, by

using its Uninstall Management Pack feature.
b) From the SCOM console Administration > Management Packs

screen, manually remove the management packs listed below.

e Hitachi Compute Blade 2000

e Hitachi Compute Blade 500

e Hitachi Compute Rack 200

e Hitachi Compute Blade 2500

e Hitachi QuantaPlex T41S-2U

¢ Hitachi.Compute.Switch
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¢ Hitachi Systems Base

2. Uninstall the current SCOM adapter version.

3. Once the SCOM adapter has been uninstalled, either remove, or re-
name the remaining installation folder. By default, this is either:

C:\Program Files\Hitachi\Hitachi Storage Management Pack
for SCOM

or,
C:\Program Files\Hitachi\Hitachi Server Management Pack
for SCOM

4. Install the desired older SCOM adapter version into a new, empty
installation folder. Its default installation folder will work, as long as it
does not already exist (or is empty, if it does) when the installer
begins.

5. Start the MMC snap-in, and manually add devices back to the list of
monitored devices.

Notes on the account supplied during adapter installation

The Windows account supplied during adapter installation should always
belong to the same Windows domain as the computer upon which the
adapter’s being installed.

For instance, when installing the adapter on a computer which resides
within a Windows domain named "REDWOOQOD,"” the account supplied during
installation should resemble REDWOOD\Administrator.

Hitachi Infrastructure Adapter for Microsoft® System Center Operations
Manager v01.6.0 adds an optional Dual Connectors feature, which supports
the deployment of two adapter instances, both connected to a single SCOM
instance. Some of this feature’s supported deployment types involve
multiple Windows domains.

When the Dual Connectors feature’s used, the computer(s) upon which the
adapter’s installed and SCOM may reside within separate Windows domains.
Under this circumstance, the account entered during the adapter’s
installation should still belong to the same Windows domain as the
computer upon which the adapter’s being installed—even if the adapter will
ultimately access a SCOM instance in a separate domain.

Though the account supplied during adapter installation may lack the
privileges necessary to access SCOM, the Dual Connectors feature includes
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the ability to configure the adapter to use a separate Windows account for
SCOM access.

Depending on Windows configuration specifics, supplying an account during
adapter installation that belongs to an incorrect domain may prevent the
adapter from running correctly. Though it may be possible to start the
Connector, insufficient account privileges may prevent it both from
functioning, and from creating log messages with which to diagnose the
problem.
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Network Configuration of VSP Gx00 with Unified NAS
module/VSP Fx00 with Unified NAS module

For the SCOM to receive SNMP traps from Unified NAS module subsystems,
the management LAN segment and data LAN segment must be separated.
If the management LAN segment and data LAN segment are the same
segment, SNMP traps will not be sent from the GUM and the SCOM will not
receive the SNMP traps.

The SCOM must be connected to the management a LAN.

SCOM SCOM Provider
IP:172.16.7.23
Subnet:255.255.0.0

Management LAN SNMP ;“Nlnp Trap

VSP Gx00/VSP Fx00 W SNMP Gt
GUM communication target
1P:172.16.105.17 and SNMP Trap source
Subnet:255.255.0.0 R
H
Intemal LAN SNMP Get SNMP|Trap GUM relays SNMP
Unified NAS module
EVS
IP:172.17.14.76
Subnet:255.255.0.0
Data LAN
Client Client Client Client

Figure 3-1 Network configuration able to receive SNMP
traps
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SCOM SCOM Provider
IP:172.16.7.23
Subnet:255.255.0.0

SNMP Get A hag

Management LAN

AN
VSP Gx00/VSP Fx00 \
GUM
IP:172.16.105.17 SNMP traps not relayed
Subnet:255.255.0.0 by GUM. SNMP traps

[ ] received from an IP

Internal LAN SNMP Get address that is different
than the SNMP Get

Unified NAS module
communication target.
EVS
IP:172.16.14.76
Subnet:255.255.0.0

Data LAN

Client Client Client Client

Figure 3-2 Network configuration unable to receive SNMP
traps

SNM2 API Limitation

When installing the SCOM adapter, you cannot install other non-SCOM
adapter products that use the SNM2 API on the same server where the
SCOM adapter is installed.

QuantaPlex T41S-2U Chassis State/Node State Limitation

The state of the chassis for QuantaPlex T41S-2U servers is not determined
by directly monitoring the chassis. Instead, the chassis state is
determined and displayed by monitoring the fan redundancy state and the
power supply state.

The state of the node(s) for QuantaPlex T41S-2U servers is not determined
by directly monitoring the node(s). Instead, the node state is determined
and displayed by monitoring the state of the connection to the node(s).
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Upgrading an operating VSP G1000 subsystem to VSP
G1500

If you upgrade a VSP G1000 subsystem while it is operating to a VSP
G1500, the display for the VSP G1000 subsystem will appear as UNKNOWN.
Remove any VSP G1000 subsystem(s) that appear as UNKNOWN, then add
the VSP G1500 subsystem.

Adding Exclusions to Windows Defender Realtime
Protection

Turning on the Real-time Protection feature in Windows Defender may
cause a degradation in SCOM adapter performance. It is recommended
that you add exclusions for the SCOM installation folder and for the
Microsoft Management Console.

1. From the Start menu, click Settings > Update & security >
Windows Defender.

2. Under Exclusions, click Add an exclusion.
3. Click the Exclude a folder icon.

Navigate to and select the SCOM adapter installation folder, then click
Exclude this folder.

5. Under Processes, click the Exclude a .exe, .com or .scr process
icon.

6. Enter mmc.exe, then click OK.

Note Apply the exclusion settings listed above if you are monitoring performance
information; otherwise, the performance of the monitoring process may be
affected.

|

|
>

[
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Dual Connectors

This chapter describes the additional steps required to deploy dual Hitachi
Infrastructure Adapters for Microsoft® System Center Operations Manager
on multiple servers.

[*/ Overview of Dual Connectors

[* Adapter Configuration Options A-E

[* Configuring Option A: Single Domain, Single Adapter (Standard

Setup)

[*/ Configuring Option B: Single Domain, Multiple Adapters

[* Configuring Option C: Multiple Domains, Multiple Adapters

[* Configuring Option D: Multiple Domains, Multiple Adapters,

Separate from SCOM

[* Configuring Option E: Single Domain, Multiple SCOM
[* Assigning Conditional Forwarders

[* Configuring Forest Trust between Domains
[* Configuring DCOM Access Authorization

[* Setting the Adapter Connector number

[* Setting the SCOM Account

[* Authorizing Access to the WMI Namespace
[*| Setting Agent Managed Monitoring
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Overview of Dual Connectors

The standard configuration of the Hitachi Infrastructure Adapter software is
one adapter per SCOM instance; however, multiple adapters can be
configured per SCOM instance. Configuring multiple adapters requires
additional settings.

This feature is used for integrated monitoring over separated dual sites by
one SCOM server. Also, this feature is used to enhance the availability and
load balancing of Hitachi Infrastructure Adapters by monitoring single site
with dual adapters.

The number of additional settings required varies according to the humber
of Hitachi Infrastructure Adapters installed; it also varies according to the
configuration of the Windows domain(s) in which the adapters are a part.

Adapter Configuration Options A-E

< : Domain
Conflgu_ratlon Software Description
Option #1 | #2 | #3
A Single domain SCOM X - - Single Hitachi Infrastructure Adapter set
(Standard up on one server in the same Windows
Configuration) Hitachi X - - domain as SCOM.
Infrastructure
Adapter 1
Hitachi - - -
Infrastructure
Adapter 2
B Single domain, | SCOM - - Multiple Hitachi Infrastructure Adapters
multiple - - set up on separate servers in the same
adapters Hitachi B B Windows domain as SCOM.
Infrastructure
Adapter 1
Hitachi X - -
Infrastructure
Adapter 2
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Configuration

Domain

. Software Description
Option #1 | #2 | #3

Multiple SCOM X - - Multiple Hitachi Infrastructure Adapters
domains, one set up on separate servers with one
adapter per Hitachi X - - server in the same Windows domain as
domain Infrastructure SCOM and one in a different domain.

Adapter 1

Hitachi - X -

Infrastructure

Adapter 2
Multiple SCOM X - - Multiple Hitachi Infrastructure Adapters
domains, set up on separate servers in separate
adapters in Hitachi - X - domains with none of the servers in the
domains other Infrastructure same Windows domain as SCOM.
than domain Adapter 1
with SCOM

Hitachi - - X

Infrastructure

Adapter 2
Single domain, | SCOM 1 - - Multiple Hitachi Infrastructure Adapters
multiple set up on separate servers within a single
SCOMs, SCOM 2 j B Windows domain and connected to
multiple Hitachi - - separate SCOMs that are part of a single
adapters Infrastructure Management Group within the domain.

Adapter 1

Hitachi X - -

Infrastructure

Adapter 2
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Configuring Option A: Single Domain, Single Adapter
(Standard)

No additional settings are required when setting up and configuring a
Hitachi Infrastructure Adapter on a server that’s in the same Windows
domain as SCOM. This configuration is the standard setup.

AD Domain 1

AD Domain
Controller 1

-

SCOM Hitachi

Infrastructure
Adapter 1
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Configuring Option B: Single Domain, Multiple
Adapters

Additional settings are required when installing and configuring multiple
Hitachi Infrastructure Adapters on separate servers that are in the same
Windows domain as SCOM. The installation and configuration procedure
for each adapter is the same. Install the first adapter, then repeat the

procedure for the next adapter.

AD Domain 1

AD Domain
Contraller 1

-

SCOM Hitachi
Infrastructure

Adapter 1

Setting:

e Connector Number

Hitachi
Infrastructure
Adapter 2

To configure Option B: Single Domain, Multiple Adapters:

1.

2.

Install Hitachi Infrastructure Adapter 1. See Installing the Software.

Register the target (storage array or compute device) to be monitored
by Hitachi Infrastructure Adapter 1. See Discovering a Subsystem in
the Hitachi Infrastructure Adapter user’s guide for your device.

Set the SCOM server’s IP address in Hitachi Infrastructure Adapter 1.
See Configuring the Hitachi Storage Connector in the Hitachi

Infrastructure Adapter user’s guide for your device.
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4. Set the connector number for Hitachi Infrastructure Adapter 1. See
Setting the Adapter Connector Number.

e For Hitachi Infrastructure Adapter 1, use connector number 0.

5. Start the Hitachi Infrastructure Adapter 1 service. See Configuring
the Hitachi Storage Connector in the Hitachi Infrastructure Adapter

user’s guide for your device.

6. Optionally configure service monitoring for Hitachi Infrastructure
Adapter 1. See Hitachi Storage Service Monitoring in the Hitachi

Infrastructure Adapter user’s guide for your device.

Note « If Hitachi Infrastructure Adapter 1 is installed on the same server as SCOM,
service monitoring’s configured automatically.

[T
[ ]

When selecting objects to manage from the Management Mode selection list,
you may choose either option: Agent Managed, or Agentless Managed.

I

7. Install Hitachi Infrastructure Adapter 2. See Installing the Software.

8. Register the target (storage array or compute device) to be monitored
by Hitachi Infrastructure Adapter 2. See Discovering a Subsystem in

the Hitachi Infrastructure Adapter user’s guide for your device.

9. Set the IP address for the SCOM server in Hitachi Infrastructure
Adapter 2. See Configuring the Hitachi Storage Connector in the

Hitachi Infrastructure Adapter user’s guide for your device.

10. Set the connector number for Hitachi Infrastructure Adapter 2. See
Setting the Adapter Connector Number.

e For Hitachi Infrastructure Adapter 2, use connector number 1.

11. Start the Hitachi Infrastructure Adapter 2 service. See Configuring
the Hitachi Storage Connector in the Hitachi Infrastructure Adapter

user’s guide for your device.
12. Optionally configure service monitoring for Hitachi Infrastructure

Adapter 2. See Hitachi Storage Service Monitoring in the Hitachi
Infrastructure Adapter user’s guide for your device.
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If Hitachi Infrastructure Adapter 2 is installed on the same server as SCOM,
service monitoring’s configured automatically.

L)

When selecting objects to manage from the Management Mode selection list,
you may choose either option: Agent Managed, or Agentless Managed.
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Configuring Option C: Multiple Domains, Multiple

Adapters

Additional settings are required when deploying dual Hitachi Infrastructure
Adapters on separate servers where one server is in the same Windows
domain as SCOM and one server is in a separate Windows domain.

Settings:
Inter-domain DNS resolution

[ ]
Trust relationship of the Domain

/,\\
/ ‘\
/, \\
AD Domain 1 /’ R AD Domain 2
7 N
/// \\\\
7 \\
AD Domain AD Domain
Controller 2

Controller 1

Hitachi Hitachi
Infrastructure

, SCOM
/ Infrastructure
) Ada Fter 1 Adapter 2
/. 1 "
7 f 1
// ,’ 'I
Settings: ! !
e Agent Manager monitoring " Settings:
)
1 ®  Setting Connector Number
1
L ® Setting SCOM account
Settings: ® Setting DCOM access authorization
°
Connector Number ® Setting WMI Name Space access
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To configure Option C: Multiple Domains, Multiple Adapters:

1.

2.

Install Hitachi Infrastructure Adapter 1. See Installing the Software.

Register the target (storage array or compute device) to be monitored
by Hitachi Infrastructure Adapter 1. See Discovering a Subsystem in

the Hitachi Infrastructure Adapter user’s guide for your device.

Set the SCOM server’s IP address in Hitachi Infrastructure Adapter 1.
See Configuring the Hitachi Storage Connector in the Hitachi

Infrastructure Adapter user’s guide for your device.

Set the connector number for Hitachi Infrastructure Adapter 1. See
Setting the Adapter Connector Number .

e For Hitachi Infrastructure Adapter 1, use connector nhumber 0.

Start the Hitachi Infrastructure Adapter 1 service. See Configuring
the Hitachi Storage Connector in the Hitachi Infrastructure Adapter

user’s guide for your device.

Optionally configure service monitoring for Hitachi Infrastructure
Adapter 1. See Hitachi Storage Service Monitoring in the Hitachi

Infrastructure Adapter user’s guide for your device.

Note « If Hitachi Infrastructure Adapter 1 is installed on the same server as SCOM,

|

1|
>

service monitoring’s configured automatically.

When selecting objects to manage from the Management Mode selection list,

I

you may choose either option: Agent Managed, or Agentless Managed.

Ensure that inter-domain DNS resolution’s established. For instance,
if Windows domains A and B have corresponding DNS zones A.net and
B.net, it must be possible from within domain B to resolve A.net
records, and vice-versa. One way to establish this is to configure the
DNS servers to use Conditional Forwarders; see Setting Conditional
Forwarders for more information.

Depending on Windows environment configuration specifics, it may be
necessary to configure AD Forest Trust between Windows Domains 1
and 2. See Setting Forest Trust between Domains.

Install Hitachi Infrastructure Adapter 2. See Installing the Software.
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10.

11.

12.

13.

14,

15.

16.

17.
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Register the target (storage array or compute device) to be monitored
by Hitachi Infrastructure Adapter 2. See Discovering a Subsystem in

the Hitachi Infrastructure Adapter user’s guide for your device.

Set the SCOM server’s IP address in Hitachi Infrastructure Adapter 2.
See Configuring the Hitachi Storage Connector in the Hitachi

Infrastructure Adapter user’s guide for your device.

Set the connector number for Hitachi Infrastructure Adapter 2. See
Setting the Adapter Connector Number.

e For Hitachi Infrastructure Adapter 2, use connector number 1.

Configure Hitachi Infrastructure Adapter 2 to use an explicit account
with privileges to access SCOM. See Setting SCOM Account.

Depending on Windows environment configuration specifics, it may be
necessary to configure DCOM access authorization on the server upon
which Hitachi Infrastructure Adapter 2 is installed. For more
information, see Setting DCOM Access Authorization.

Start the Hitachi Infrastructure Adapter 2 service. See Configuring
the Hitachi Storage Connector in the Hitachi Infrastructure Adapter

user’s guide for your device.

Depending on Windows environment configuration specifics, it may be
necessary to configure authorization for access to the root\Hitachi
WMI Namespace on SCOM, which is created by Hitachi Infrastructure
Adapter 2. See Setting WMI Namespace Access Authorization.

Optionally configure service monitoring of Hitachi Infrastructure
Adapter 2. This is the setting to monitor Hitachi Infrastructure
Adapter 2 by Agent Managed, which was set up on the server that
participates in the different domain. See Setting the Monitoring of
Agent Managed.
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Configuring Option D: Multiple Domains, Multiple
Adapters, Separate from SCOM

Additional settings are required when deploying dual Hitachi Infrastructure
Adapters on servers which reside in Windows domains separate from SCOM.

Settings:
e Inter-domain DNS resolution

e Trust relationship of the Domain

AR
// ‘\ ~<_
/ \ \\\
7 \ S~o
/ \ ~
/ \ ~o
AD Domain1 ‘ AD Domain2 ~ AD Domain 3
// \\ \\\
V4 \ o
/' \
/ \\
\
AD Domain AD Domain AD Domain
Controller 1 Controller 2 Controller 3

\
\
\

4
/
1
1

, SCOM Hitachi '\ ,/ Hitachi
) Infrastructure /. Infrastructure
/ Adapter 1 Adapter 2

Setting:

® Agent Manager monitoring

Settings:

e  Connector Number
e SCOM Account

e DCOM access authorization

e  WMI Namespace access authorization
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To configure Option D: Multiple Domains, Multiple Adapters, Separate
from SCOM:

1.

10.

86

Ensure that inter-domain DNS resolution’s established. For instance,
if Windows domains A and B have corresponding DNS zones A.net and
B.net, it must be possible from within domain B to resolve A.net
records, and vice versa. One way to establish this is to configure the
DNS servers to use Conditional Forwarders; see Setting Conditional
Forwarders.

Depending on Windows environment configuration specifics, it may be
necessary to configure AD Forest Trust between Windows Domains 1
and 2. See Setting Forest Trust between Domains.

Install Hitachi Infrastructure Adapter 1. See Installing the Software.

Register the target (storage array or compute device) to be monitored
by Hitachi Infrastructure Adapter 1. See Discovering a Subsystem in

the Hitachi Infrastructure Adapter user’s guide for your device.

Set the SCOM server’s IP address in Hitachi Infrastructure Adapter 1.
See Configuring the Hitachi Storage Connector in the Hitachi

Infrastructure Adapter user’s guide for your device.

Set the connector number for Hitachi Infrastructure Adapter 1. See
Setting the Adapter Connector Number.

e For Hitachi Infrastructure Adapter 1, use connector number 0.

Configure Hitachi Infrastructure Adapter 1 to use an explicit account
with privileges to access SCOM. See Setting SCOM Account .

Depending on Windows environment configuration specifics, it may be
necessary to configure DCOM access authorization on the server on
which Hitachi Infrastructure Adapter 1 was installed. See Setting
DCOM Access Authorization.

Start the Hitachi Infrastructure Adapter 1 service. See Configuring
the Hitachi Storage Connector in the Hitachi Infrastructure Adapter

user’s guide for your device.

Depending on Windows environment configuration specifics, it may be
necessary to configure authorization for access to the root\Hitachi
WMI Namespace on SCOM, which is created by Hitachi Infrastructure
Adapter 1. See Setting WMI Namespace Access Authorization.
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11.

12.

13.

14,

15.

16.

17.

18.

19.

20.

Optionally configure service monitoring for Hitachi Infrastructure
Adapter 1. See Hitachi Storage Service Monitoring in the Hitachi

Infrastructure Adapter user’s guide for your device.

Install Hitachi Infrastructure Adapter 2. See Installing the Software.

Register the target (storage array or compute device) to be monitored
by Hitachi Infrastructure Adapter 2. See Discovering a Subsystem in

the Hitachi Infrastructure Adapter user’s guide for your device.

Set the SCOM server’s IP address in Hitachi Infrastructure Adapter 2.
See Configuring the Hitachi Storage Connector in the Hitachi

Infrastructure Adapter user’s guide for your device.

Set the connector number for Hitachi Infrastructure Adapter 2. See
Setting the Adapter Connector Number.

e For Hitachi Infrastructure Adapter 2, use connector number 1.

Configure Hitachi Infrastructure Adapter 2 to use an explicit account
with privileges to access SCOM. See Setting SCOM Account in this
User’s Guide.

Depending on Windows environment configuration specifics, it may be
necessary to configure DCOM access authorization on the server on
which Hitachi Infrastructure Adapter 2 was installed. See Setting
DCOM Access Authorization.

Start the Hitachi Infrastructure Adapter 2 service. See Configuring
the Hitachi Storage Connector in the Hitachi Infrastructure Adapter

user’s guide for your device.

Depending on Windows environment configuration specifics, it may be
necessary to configure authorization for access to the root\Hitachi
WMI Namespace on SCOM, which is created by Hitachi Infrastructure
Adapter 2. See Setting WMI Namespace Access Authorization.

Optionally configure service monitoring of Hitachi Infrastructure
Adapter 2. This is the setting to monitor Hitachi Infrastructure
Adapter 2 by Agent Managed, which was set up on the server that
participates in the different Domain. For the setting procedure, see
Setting the Monitoring of Agent Managed.
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Configuring Option E: Single Domain, Multiple SCOMs,
Multiple Adapters

If multiple Hitachi Infrastructure Adapters are set up on separate servers
within a single Windows domain, and they are connected to separate SCOM
instances that are part of a single Management Group within the domain,
then each of the SCOM instances must be assigned a unique connector

number.
AD Domain 1.
AD | ain
Conuuiier 1
Management Group 1
SCOM 1 SCOM 2
Setting:
B Connector Number

Hitachi -~ " Hitachi
Infrastructure .- Infrastructure
Adapter 1 Adapter 2

To configure Option E: Single Domain, Multiple SCOMs, Multiple Adapters:

1. Install Hitachi Infrastructure Adapter 1. See Installing the Software.

2. Register the target (storage array or compute device) to be monitored
by Hitachi Infrastructure Adapter 1. See Discovering a Subsystem in

the Hitachi Infrastructure Adapter user’s guide for your device.
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3. Set the SCOM 1 server’s IP address in Hitachi Infrastructure Adapter 1.
See Configuring the Hitachi Storage Connector in the Hitachi

Infrastructure Adapter user’s guide for your device.

4. Set the connector number for Hitachi Infrastructure Adapter 1. See
Setting the Adapter Connector humber.

e For Hitachi Infrastructure Adapter 1, use connector number 0.

5. Start the Hitachi Infrastructure Adapter 1 service. See Configuring
the Hitachi Storage Connector in the Hitachi Infrastructure Adapter

user’s guide for your device.

6. Optionally configure service monitoring for Hitachi Infrastructure
Adapter 1. See Hitachi Storage Service Monitoring in the Hitachi

Infrastructure Adapter user’s guide for your device.

Note « If Hitachi Infrastructure Adapter 1 is installed on the same server as SCOM
1, service monitoring’s configured automatically.

|

1]
T

When selecting objects to manage from the Management Mode selection list,
you may choose either option: Agent Managed, or Agentless Managed.

[

7. Install Hitachi Infrastructure Adapter 2. See Installing the Software.

8. Register the target (storage array or compute device) to be monitored
by Hitachi Infrastructure Adapter 2. See Discovering a Subsystem in

the Hitachi Infrastructure Adapter user’s guide for your device.

9. Set the IP address for SCOM 2 in Hitachi Infrastructure Adapter 2. See
Configuring the Hitachi Storage Connector in the Hitachi Infrastructure

Adapter user’s guide for your device.

10. Set the connector number for Hitachi Infrastructure Adapter 2. See
Setting the Adapter Connector number.

e For Hitachi Infrastructure Adapter 2, use connector number 1.

11. Start the Hitachi Infrastructure Adapter 2 service. See Configuring
the Hitachi Storage Connector in the Hitachi Infrastructure Adapter

user’s guide for your device.
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12. Optionally configure service monitoring for Hitachi Infrastructure
Adapter 2. See Hitachi Storage Service Monitoring in the Hitachi

Infrastructure Adapter user’s guide for your device.

Note  If Hitachi Infrastructure Adapter 2 is installed on the same server as SCOM
e 2, service monitoring’s configured automatically.

=/=| e When selecting objects to manage from the Management Mode selection list,
L —

you may choose either option: Agent Managed, or Agentless Managed.
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Configuring Dual Connectors

This section describes the various procedures for configuring the additional
settings required to set up dual Hitachi Infrastructure Adapters.

The Dual Connectors feature supports deployments which include multiple
Windows domains, and it depends on their correct configuration. Since
these configurations can be complex, and can vary from site to site, some
of the procedures described here may not apply to all environments.

Assigning Conditional Forwarders

When SCOM and one or two Hitachi Infrastructure Adapters are installed in
separate Windows domains, inter-domain DNS resolution must be
established.

For instance, if Windows domains A and B have corresponding DNS zones
A.net and B.net, it must be possible from within domain B to resolve A.net
DNS records, and vice versa. One way to establish this is to configure the
DNS servers to use conditional forwarders.

To assign conditional forwarders to the Windows domain controllers:

1. Configure your firewall using the settings and port numbers in the
table below to enable AD directory communication between the AD
domain controllers.

Firewall Settings for Conditional Forwarders

Target Firewall Port Number Reference Web site
AD Domain Controller DNS: TCP/UDP 53 Active Directory and Active Directory
Windows firewall GC: TCP 3268 Domain Services Port Requirements
- https://technet.microsoft.com/en-
Network firewall DNS: TCP/UDP 53 us/library/dd772723(v=ws.10).aspx
GC: TCP 3268

2. From the Start menu, select Administrative Tools.
3. Double-click DNS to start the DNS Manager.
4. In the console tree, double-click Applicable DNS server.
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5. Right-click Conditional Forwarders, and then select New

conditional forwarder from the Action menu.

@
(oL

DMNE Manager
File  Action ‘iew Help

5;_., [ENS Mamme Type

4 5 AD-CONTOSO2 .
b ] Forward Laokup Zanes There are no items to show
[ | Rewverse Lookup Zanes

I [ Trust Points
| Conditional Fq

Is Global Logs Mewr Conditional Fonwarder..,

4

T
Refresh
Export List..
Help

Il
6. In DNS domain, enter the zone name of the domain for which you
want to forward queries.

New Conditional Fonwarder -

DNS Ciarnain:
)
>/

IF addresses of the master servers:

IP Address Server FQDN Yalidated Delete
«Click here to add a...
Up
Crawin

[ 5tare this conditional Forwarder in Active Directary, and replicate it as Follows:

&l DM servers in this forest

Mumber of seconds before forward queries time out: | 5

The server FQDN will not be available if the appropriate reverse lookup zones and entries are not
configured,

| o]
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7. Click the IP addresses of the master servers list, then enter the IP

address of the server to which you want to forward queries for the
specified DNS zone; press ENTER.

New Conditional Forwarder -
DS Domain:

| conkoso.com

P addresses of the master servers:
IP Address Server FQDN Yalidabed Delete
=ik here to add a...
'@' 192.165.0.1 AD-COMNTOSO The server with this IP ... Up
Dran
Store this conditional Forwarder in Active Directory, and replicate it as Follows:
&ll DNS servers in this forest W
A domain cotroler ) -
Mumber of seconds before forward queries time ouk:
The server FQDN will not be available if the appropriate reverse lookup zones and entries are not
configured.,
| oK | | Cancel |
8. Check Store this conditional forwarder in Active Directory, and
replicate it as follows. Click OK.

In the DNS Manager window, right-click the registered domain then
select Properties > Edit.

o
5

DNS Manager = | = -

File Action View Help

e« HE XE G igs
2, DNS
4 5 WIN-53MSTFFBALY [&] contoso.com

Conditional Forwarder (Active Directory-Integrated)
I (| Forward Lookup Zones Delete
I (| Reverse Lookup Zones
I | Trust Points [
4 || Conditional Forwarders IIJ
I LS

Mame Type

= contoso.com
I Global Logs
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10. Verify the IP address has been validated as OK, then close the window.

Edit Conditional Forwarder -

DMNS Domain:
|

IP addresses of the master servers:

IF Address Server FQDM Validated Delete
~ <Clickhere toadd a...
IIC_[' 192,1568.0.2 <Attempting to resolve. . Ok

Store this conditional forwarder in Active Directory, and replicate it as follows:

|AII DMNS servers in this forest

Mumber of seconds before forward queries time out:

The server FQDN will not be available if the appropriate reverse lookup zones and entries are not
configured.

| oK | | Cancel

Note

If Validated is not OK, verify that the name of the domain and its IP address
s were entered correctly.

(il

11. Click OK, then close the DNS Manager.
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Configuring Forest Trust between Domains

When SCOM and the Hitachi Infrastructure Adapter reside in separate
Windows domains, it may be necessary to configure an AD Forest Trust
between the two domains. The necessity of this procedure depends on the
specifics of your Windows configuration; it may not apply to all
environments.

To set a forest trust between domains:

1. Configure your firewall using the settings and port numbers in the
table below to enable AD directory communication between the AD
domain controllers.

Firewall Settings for Forest Trusts

Target Firewall Port Number Reference Web site
Windows Firewall of AD LDAP: TCP/UDP 389 Domain and Forest Trust Tools and
Domain Controller Settings

Kerberos: UDP 88
https://technet.microsoft.com/library/c
Microsoft SMB: TCP 445 | 756944

Endpoint resolution -
portmapper: TCP 135

Firewall on the network LDAP: TCP/UDP 389
Kerberos: UDP 88
Microsoft SMB: TCP 445

Endpoint resolution -
portmapper: TCP 135

2. From the Start menu, select Administrative Tools.
3. Select Active Directory Domains and Trusts.

o | = Administrative Tools -[alx]
File Horme Share Wi 7]
L | 2] <« All Control Panel ltems » Administrative Toals » v & | Search Adrministrative Tools P |
FS
. . ~
TS Marme Date modified Type Size
B Desktop Terminal Services 8/22/2013 39 40 File folder
& Downloads R LY SR X T TR ST AT ST {21/2013 450 PM Shortout 2KB
= Recent places @ Active Directory Dornains and Trusts 212013 11:55 PR Shorkcut 2KB
= 2172013 1155 P Shorteut 2KB
% This PC [ Active Directory Sites and Services 821231155 P Shorkcut 2KB
[#@] Active Directary Users and Computers 821231155 P Shorkcut 2KB
€l Netwark & A0S Edit B21/2013 1155 PR Shortout 2KB
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4.

File  Action

' |
% Active Directory Domains and Trust|| Narne Type | Actions I
7)1 CONTOS0Z.com N
There are no iterns to shour in this view,

More Actions 4

Select the applicable DNS server, then select Properties from the
Action menu.

File  Action

@

Wiew  Help

E = HE

&) Active Directary Domains and Trust|| Name Type Actions
COMTOS02.rom . o
are no items to show in this view,
Manage

Raise Darain Functional Lewvel... Mare Actions »

Wi r

Export List...

:
[

4

General | Trusts | Managed By

ﬁ CONTOS0Z com

Damain narme [pre-windows 2000):

|conToso2

Diescription:
[

Dromain functional level:
Wwindows Server 2012 R2

Forest functional level:
Wwindows Server 2012 R2

Cancel | | Apply | | Help
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5. Select the Trusts tab, then click New Trust to open the New Trust
Wizard.

CONTOSOZ2.com Properties _

| General| Trusts | Managed By |

Diamnaing trusted by this dormain [outgaing trusts):

Damain Mame Trust Type  Transitive Properties. .

Bemove

Diomaing that truzt this domain [incoming trusts):

Diamain Mame Truzt Type  Transitive Properties...

Femave

| 0K | | Cancel Lpply

6. Click Next.

MNewy Trust Wizard -

Welcome to the New Trust
Wizard

Thig wizard helps you create a trust between this domain
and any of the following:

w A windows domain in this farest or in anather farest.
= A %Windows MT 4.0 domain,
= & Kerberos Vo realmn tust.

u Anather farest.

A trust iz a relationzhip that enables users in one domain,
forest, or realm to be authenticated in a specified domain,
forest, or realm.

To continue, click Mest.

< Back Cancel
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7. In Name, enter the DNS zone name for the specified domain, then

click Next.
MNew Trust Wizard -
Trust Name
You cah oreate a trust by using a MetBI0OS ar DNS name. :
v

Type the name of the domain, forest. or realm for this trust. 1F you type the name of a forest, you
riuist type & DMS name.

Example NetBIDS name: supplierD] -int
Example DS name: supplier] -intermal. microsoft. cam

f Mame;

|contoso.con“

| < Back || Mest > || Cancel |

8. For Trust Type, choose Forest trust, then click Next.
Mew Trust Wizard -

Trust Type
Thiz domain iz a forest root domain, If the specified domain gualifies, you can :
create a forest trust. ¥

Select the type of trust you want to create.

() External trust
An erternal trust is a nontransitive trust between a domain and another domain
outside the farest. & nontrangitive trust iz bounded by the damaing in the relationship.

orest brust
forest st is & transitive tust between two forests that allows users in any of the

ddomaing in one forest to be authenticated in any of the domaing in the other forest,

< Back || Mext > || Cancel

Note If you choose External trust as the trust-type option, forest trusts will not be
—u displayed in the selection wizard and the conditional forwarders will not be set
correctly.
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9. For Direction of Trust, choose Two-way, then click Next.
New Trust Wizard -

Direction of Trust ;
'ou cah create one-way of bwo-way tusts, =
WV

(@) T wa-way

|lzers it thiz domain can be authenticated it the specified domain, realm, or H
forest, and uzers in the specified domain, realm, or forest can be authenticated in
thiz domain,

- Usersin Ehis domain can be authenticated in the specified domain, realm, or forest.

() Dne-way: outgaing
Usgers in the specified domain, realm, or forest can be authenticated in this domain.

| < Back || Mesit » || Cancel |

10. For Sides of Trust, choose Both this domain and the specified
domain; then click Next.

MNewy Trust Wizard -

Sides of Trust ;
If you have appropriate permizsions in both domains, pou can create both sides of s
the trust relationzhip. ¥

To begin uging a tust, both sides of the trust relationship must be created. For example,
if wou create a ohe-way incoming trust in the local domain, a one-way autgoing trust
must alzo be created in the specified domain before authentication traffic will begin
flowing acrozs the tust.

Create the tust for the following:

() This domain anly
. [ . [ ==

oth thiz domain and the specified domain
Thiz option creates trust relationships in both the local and the specified domain

Moy must have trust creation privileges in the specified domain.

< Back || Mest = || Cancel
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11. Enter the User name and Password for the specified domain, then
click Next.

MNewy Trust Wizard -

User Hame and Password ;
T create this trust relationship, pou must have administrative privileges for the —
v

specified domain.

Specified domain: contoso.com

Type the user name and password of an account that haz administrative privileges in
the specified domain.

LUser name: | € Administratar

Pazzword: |.o.oo.o.oo|

| < Back || Mest > || Cancel |

12. For Outgoing Trust Authentication Level-Local Forest, choose
Forest-wide authentication, then click Next.

MNewy Trust Wizard -

Outgoing Trust Authentication Level--Local Forest @
v

zers in the specified forest can be authentizated to uze all of the resources in the
local forest or only those resources that vou specify.

Select the scope of authentication for userz from the contoso. com forest.

Forest-wide authentication
indows will autaratically authenticate users from the specified farest for all resources i

the local forest. This option iz preferred when both forests belong to the same
arganization.

() Selective authentication
Windows will not automatically authenticate uzers from the specified forezt for arm
resources in the local forest. After you finish this wizard, grant individual access to each
domain and server that pou want to make available to uzerz in the specified forest. This
option iz prefermed if the forests belong to different organizations.

< Back || Mest » || Cancel
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13. For Outgoing Trust Authentication Level-Specified Forest,
choose Forest-wide authentication, then click Next.

MNewy Trust Wizard

IJszers in the lacal forest can be authenticated to use all of the resources in the
specified forest or only thoze rezources that you specify,

Outgoing Trust Authentication Level--Specified Forest @
’

Select the scope of authentication for users from the local forest.

| iFarest-wide authentication

indowes will automatically authenticate users from the local forest for all resources in the

contozo.com forest. Thiz option is preferred when bath farests belang to the same
organization.

(O Selective authentication
Windows will not automatically authenticate users from the local forest for any rezources
in the contoso.com forest. After you finish thiz wizard, grant individual access to each
darmain and server that pou want to make available to uzers from the local forest. Thiz
option iz preferred if the forests belong to different organizations.

| < Back || Mest > || Cancel

14. Verify your trust selections, then click Next.

MNew Trust Wizard -
Trust Selections Complete @*;
The Mews Trust Wizard iz ready to create the tust, ,,i
v

You have selected the following trust settings:

[This domain: CONTOS02. com

)
Specified domain: contozo.com
Direction: E
Two-way: Uszers in the local domain can authenticate in the zpecified domain and
users in the specified domain can authenticate in the local domain.
Trust type: Forest trust

b
To make changes to this tust, click Back. To create the trust, click Nest.
< Back || Mext > | | Cancel
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15. Click Next to create the trust.

MNewy Trust Wizard -

Trust Creation Complete _@4}
The trust relationship was successfully created. - ,;%
v

Status of changes:

[Trust relationship created successfully.
Specified domain: contoso.com

Direction:
Twio-way: Uzers in the local domain can authenticate in the specified damain and
users in the specified domain can authenticate in the local domain.

Trust tppe: Forest trust

Clutgaing trust authentication level: Forest-wide authentication in local and
specified forests.

To configure the new trust, click Mest.

< Back | Mest » || Cancel |

16. In Confirm Outgoing Trust, choose No, do not confirm the
outgoing trust. Click Next.

New Trust Wizard

Confirm Outgoing Trust
“t'ou should confirm this trust only if the other side of the tust has been created.

Do you want to confirm the outgoing trust?
o, do not confirm the outgoing trusk

\_! Yes, confirm the outgoing trust

< Back Mext » | | Cancel
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17. In Confirm Incoming Trust, choose No, do not confirm the
incoming trust. Click Next.

Mew Trust Wizard

Confirm Incoming Trust
“You should confirm this trust only if the other side of the tust has been created.

Do wou want to confirm the incoming trust?

< Back | Mest > || Cancel

18. Click Finish to complete the trust.
Mew Trust Wizard -

Completing the New Trust
Wizard

“You have successfully completed the Mew Trust Wizard.

Status of changes:

[T rust relationship created successhully,

Foute theze names to the specified forest:
* contozo.com

Route these names to the local forest:
*COMTOS0Z com

To cloge this wizard, click Finish.

< Back | Finish || Cancel |

19. In Active Directory Domain Servicesconfirmation, click OK.

Active Directory Domain Services

Toimprove the security of this external trust, security identifier (51D filtering iz
enabled. However, if users have been migrated to the tusted domain and their SI10
histaries have been preserved, you may choose to turn off this feature.

For more information about SI0 filkering and how to tumn it off, see Securing external
trusts.

[ Do nat show thiz dislog box again
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20. On the Trusts tab of Properties for the selected domain, verify
Trust Type is Forest and Transitive is Yes. Click OK.

COMNTOE02.com Properties _

| General| Trusts | Managed By |

Diamains trusted by this domain [outgoing trusts]:

Domain Mame Trust Type  Transitive Properties. ..
contoso.com Forest e
Bemave

Diomaing that trust this domain [incoming trusts):

. Y o
Darmain Mame _' Truzt Tupe B8 Transitive Properties. ..
contoso. com Forest Yes
Femove

o] o] [ o

21. Close the Active Directory Domains and Trusts window.
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Configuring DCOM Access Authorization

The specifics of your Windows environment configuration may require you
to configure DCOM access authorization.

Once objects representing monitored components have been initially sent
to SCOM, their health states are subsequently updated with WMI events.
In some environments with multiple Windows domains, choosing to forego
this configuration may prevent the adapter from sending these events to
SCOM.

To configure DCOM Access Authorization:

1. Configure your firewall using the settings and port numbers in the
table below to enable DCOM communication between the AD domain
controller and the Hitachi Infrastructure Adapter.

DCOM Access Authorization Firewall Settings

Target Firewall Port Number Reference Web site
Windows Firewall of Server | DCOM: TCP 135 Connecting Through Windows Firewall
on which Hitachi ;

, DCOM Dynamic: https://msdn.microsoft.com/en-
ir;f;ri;tructure Adapter is Dynamic us/library/aa389286(v=vs.85).aspx
Firewall on the network DCOM: TCP 135

DCOM Dynamic:
Dynamic

2. From the Start menu, select Administrative Tools
3. Select Component Services.

o | = | Administrative Tools -[alx]
File Home Share “Wigw (7]
+ | 2] <« All Cantral Panel terms »  Adrministrative Taals » v & | Search Sdministrative Toaols £ |
X Favorites Marme Date rodified Type Size
B Desktop Towwainal e 8/22/2013 83946 File folder
& Downloads @ Companent Services SN 2M3TNESTPM Shorteut 2KB
= Recent places S2/2NM3 154 PR Shortout ZKB
[k Defragment and Optimize Drives 82M31TAT PR Shortcut 2KB
1M This PC (5] Event Viewer 8/21/2M3 1155 P Shortcut 2KB
[al, i5C Sl Initiatar B/ 23S P Shortout 2KB
€l Netwark (@ Local Security Policy S/ 2M3 1154 P Shorteut 2KB
E QDBC Data Sources (32-bit) 872172013 456 PM Shortout 2KB
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4, Select Component Services > Computers > My Computer, then
select Properties from the Action menu.

&. File  Action

e nE XE G BE D[]

Wiew  Window Help

[Z3 Console Root Mame Actions
4 (8. Component Services [ COM+ Applications “ ii mputer -
4[] Computers [ DCOM Config .
[ iR My Corprutar — : Mare Actions »

b @ Event Viewer (L Refresh all components Coordi..
B GG Services (Local Wiz r

Mew Window from Here

Export List...

,

4

Default Protocols | COM Security MSDTC
General | Options Default Properties

@‘ Name:  SYRWEB-CONTOSO2

Description:

Learn more about setting these properties.

Cancel | | Apply
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5. In My Computer Properties, select the COM Security tab.
Iy Computer Properties _

General Options Default Properties
Default Pratacals COM Security MSDTC

Access Permizsions

“Y'ou may edit who iz allowed default access to applications. You may
alza zet limits on applications that determine their own permizsions.

Caution: Modifying access permissions can affect the ability
%, of applications to start, connect, function and/or run
zecurely.

Edit Lirnits...

Edit Default_. |

Launch and Activation Permissions

Y'ou may edit who iz allowed by default to launch applications or
activate objects. 'Y'ou may also set limits on applications that
determine their own permissions.

Caution: Modifying launch and activation permizzions can
% affect the ability of applications to start, connect, function
and/or run securely.

Edtlimts.. | | EditDefaul..

Learn more about setting these properties.

| QK || Cancel | Apply

6. In Access Permissions, click Edit Limits.

My Computer Properties _

General Options Default Properties
Default Pratocals COM Security MSDTC

Access Permissions

“Y'ou may edit who iz allowed default access to applications. You may
alzo et limits on applications that determine their own permizzions.

Caution: Modifying access permizzions can affect the ability
\,  of applications to start, connect, function and/or run
zecurely.

EdtLimis.. || [ EditDefat.. |

Launch and Activation Permissions

“Y'ou may edit who iz allowed by default to launch applications or
activate objects. Y'ou may also set limitz on applications that
determine their own permissions.

Caution: Modifying launch and activation permizsions can
o affect the ability of applications to start, connect, function
and/or run securely.

EdtLimis.. | [ EditDefaul..
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7. In Access Permission, click Add.

. 2
Access Permission I_-

Security Limits

Group or uger names:

Ri 1=
ALL APPLICATION PACKAGES
3!, Performance Log Users [SYRWEB-COMTOS0O2YPerforman...

52, Distributed COM Users [SYRWEB-CONTOS024Distributed ...
82, ANONYMOUS LOGON

Bemaove |

Permizzions for Everyone & Deny
Local Access O
Femote Access O
| ak | | Cancel |

In Select Users, Computers, Service Accounts, or Groups, click

8.
Locations.
Select Users, Computers, Service Accounts, or Groups -
Select this object type:
|Users,Groups, or Built-in security principals | | Ohject Types. .. |
FErom thiz location: -
|CDNTDSD2.com | Locations.. |
Enter the object names ta select [exarmples]: =
[ LCheck Mames
o
9. In Locations, select the domain containing SCOM, then click OK.

Locations

Select the location you want to search.

Location:
| SWRWEB-CONTOS02
Entire Directory

Cancel

Ok
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10. In Select Users, Computers, Service Accounts, or Groups, click
Advanced.

Select Users, Computers, Service Accounts, or Groups -

Select thiz object type:
|Users o Groups | | Object Types... |

From thiz location:

|contoso.com || Locations... |

Enter the object names to select [examples):

LCheck Names

e

o] [ e ]
A
11. Click Find Now.
Select Users, Computers, Service Accounts, or Groups -
Select thiz object type:
|Users or Groups | | Dbject Types... |
FErom thiz location:
|contoso.com || Locations... |

Common Queries
Mame: Startz with » |

|
Diescription: | Starts with w | |

Dizabled accounts

Mon expiring passwaord

Search results: OK

Mame E-Mail Address Drescription In Falder
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If a Windows Security window is displayed, enter the user name and
password for the domain account that you are looking for.

Windows Security

Enter network credentials
Enter your credentials for an account with permissions for contoso.com.

For example user, user@example.microsoft.com, or d Windows Security -

Enter network credentials
| '_l Enter your credentials for an account with permissions for contoso.com.
ser namme

For example user, user@example.microsoft.com, or domain\user name
| Password

Domain: CONTOS502

| conTOSOAdministratar

Connect a smart card [eenesences]
[ 9
Connect a smart card

| oK || Cancel |

12. In the search results pane, select Domain Admins, then click OK.

Select Users, Computers, Service Accounts, or Groups -

Select thiz object type:
|Users or Groups | | DObject Types.. |

FErom thiz location:

|contoso.com || Locations... |

Common Gueries

Mame: Starts with |
Description: | Starts with | |

Dizabled accounts

Mon expiing password

(1] Cancel
Search results: | |

Mame E-Mail &ddress Drezcription I Falder ~
8, Adrministrator Built-in account ... contoso.comdUs...

;, [romain Contr... All domain contr...  contoso.comdUJs...

% Domain Guests All domain guests contoso.comUs...

5& D amain Users Al domain users contoso.comdUs...

% Enterprize Ad... Designated adri... contozo.comdUs...

5& Enterprise Re... Mermbers of this .. contoso.comdUs...

% Group Policy ... Memberz inthiz .. contozo.com/Us...

D5t Ruilk.in accoumt f_conteen comd ls h
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13. Click OK to open Access Permissions

Select Users, Computers, Service Accounts, or Groups -

Select thiz object type:
|Users or Groups | | Object Types... |

FErom thiz location:

|contoso.com || Locations... |

Enter the object names to select [examples):

Dromain Admins LCheck Names

] N

4

14. In Permissions for Domain Admins, check the Allow option for
Remote Access, and then click OK.

. 2
Access Permission I_-

Security Limits

Group or uger names:

52 Everyane ~
ALL APPLICATION PACKAGES

g{ Domain Admins [COMTOS04D omain Adming]

3& Performance Log Users [(SVRWEB-CONTOS024YPerformar
52, Distributed COM Users [SYRAWEE-CONTOS024Distributed ¥

< m >
| Add... | | Bemove |
Permizzions for Domain Adming Allow Deny
Local Access O
Femote Access O
()3 | | Cancel
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15. Set the default access permissions for Domain Admins.

a) In Accessions Permissions on the COM Security tab, click Edit
Default.

My Computer Properties _

General Optiohs Default Properties
Default Protocals COM Security MSDTC

Access Permizsions

“r'ou may edit who is allowed default access to applications. You may
also set limits on applications that determine their own permiszsions.

Caution: Modifving access permissions can affect the ability
. of applications to start, connect, function and/ar run
sECurely.

EditLimits.. | J| [ Edi Defaut.. |‘

Launch and Activation Permissions

“You may edit who iz allowed by default to launch applications or
activate objects. You may alzo et limitz on applications that
determine their own permissions.

Caution: Modifying launch and activation permizsions can
. affect the ability of applications to start, connect, function
anddor run securely.

EditLimis.. | | EditDsfaul.

Learn mare about setting these propertizs.

| ok || Cancel | Apply

a) Repeat steps 7-14 of this procedure.
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16. Set the launch and activation permissions for Domain Admins.

a) In Launch and Activation Permissions on the COM Security
tab, click Edit Limits.

My Computer Properties _

General Options Default Properties
Default Protocals COM Security MSDTC

Arccess Pemizsions

“ou may edit who is allowed default access to applications. You may
also zet limits on applications that determine their own permissions.

Caution: Modifying access permissions can affect the ability
l . of applications to start, connect, function and/or run
zecurely.

EditLimits.. | [ EdiDelaut. |

Launch and Activation Permissions

“You may edit who iz allowed by default to launch applications or
activate objectz. You may alzo set limitz on applications that
determine their own permissions.

Caution: Modifying launch and activation permissions can
. affect the ability of applications to start, connect, function
anddor run securely.

EditLimits.. ||| [ EditDefaul.

Learn more about zetting these properties.

| QK || Cancel | Apply

b) Repeat steps 7-13 of this procedure .
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c) In Permissions for Domain Admins in Launch and Activation
Permissions, check all of the Allow options, and then click OK.

Launch and Activation Permission _
Security Limits

Group or user names:

35 Everone

ALL APPLICATION PACKAGES
2 0 )

28 NTOSD2\Administrators]
2, Perfomance Log Users [SYRWEB-CONTOS0 24Performar
< m >
| Add... | | Bemove |
Pemiizzions for Damain Admins Allow Deny
Local Launch O
Femate Launch O
Local Activation O
Femote Activation O
| Ok | | Cancel |

17. Set the default launch and activation permissions for Domain Admins.
a) In Launch and Activation Permissions on the COM Security
tab, click Edit Limits.

My Computer Properties _

General Options Default Properties
Default Protocols COM Security MSOTC

Access Permissions

“fou may edit who is allowed default access to applications. You may
alza zet limitz on applications that determine their own permizsions,

Caution: Modifying access permissions can affect the ability
l . of applications to start, connect, function and/or run
zecurely.

EditLimts.. | | EdtDefaut. |

Launch and Activation Permissions

You may edit wha iz allowed by default to launch applications or
activate objects. You may alzo set limits on applications that
determine their own permizzions.

Caution: Modifying launch and activation permizsions can
l o affect the ability of applications to start, connect, function
anddor run securely.

Editlimts.. | [ EditDefaut. |j

Learn more about setting these propertiss.

QK | | Cancel Apply
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b) Repeat steps 7-13 of this procedure .

c) In Permissions for Domain Admins in Launch and Activation
Permissions, check all of the Allow options, then click OK.

Launch and Activation Permission _

Drefault Security
Group or user names:
2, 5vSTEM
F A Damain Admins [COMTOS0MDomain Admins]
_-q_lAdministrators [SWAWEB-CONT 0502\ Administrators]
52 INTERACTIVE
| Add... | | Femove |
Permizzions far Domain Adming Alloww Dieny
Local Launch O
Femate Launch O
Local Activation O
Femate Activation O
()3 | | Cancel
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18. In My Computer Properties, click OK to close the window.

Iy Computer Properties _

General Options Default Properties
Default Protocols COM Security MSDTC

Access Permizsions

Y'ou may edit who is allowed default access to applications. You may
also set limits on applications that determine their own permissions.

Caution: Modifying access permissions can affect the ability
., of applications to start, connect, function and/or run
zecurely.

T Edtlmits., | | EdtDefaul..

Launch and Activation Permissions

Y'ou may edit who is allowed by default to launch applications or
activate objects. Y'ou may also et limitz on applications that
determine their own permizssions.

Caution: Modifying launch and activation permizzions can
o affect the ability of applications to start, connect, function
anddor run securely.

Edtlimts.. | | EditDefaut.

Leam more about setting these properties.

| ok || Cancel | Apply

19. When done, close the Component Services window.
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Caution If WMI Namespace access authorization or DCOM access authorization is not
configured correctly, WMI queries may fail causing a warning to be displayed
| as an active alert in the Operations Manager. If such an alert appears, verify
_ that access to DCOM and WMI Namespace have been properly authorized for
the Domain Admins user group.
al Active Alerts - contoso - Operations Manager a -
Eile Edit Wiew Go Tasks Tools Help

[ Jseann~ _ owemdes~ _ {8 Scope

@ -

Monitoring < Active Alerts (1)

= A Lookfor |

(L] Active Alerts

v

| Source

) Mame

Distributed Applications

Eind Mow

Clear

Resolution State  Created

> Tasks
o e
Age Alert Actions ~ =

_"'{‘- Task Status

Operations Manager failed ta run a Wil query for Whil events

| View or edit the settings of this
14 Minutes =

UNEZLinuz Computers

Windowes Computers

> |4 Agentless Exception Monkoring

> A Application Manitoring

> 4 Dataarehouse

> LA Hitachi

> L Hitachi Compute Switch

4 (g Hitachi Storage Systems
522 Cantroller

552 Cantroller Pott

=2 Drive

58] Ews

552 FC HostPart

£i%| File Server Node

A . .
B File system A\  Operations Manager failed to run a WMI query for WMI events

Alert Details

[552] Link Aggregation
5] Link Aggregation Port
522 Logical Unit
%] Quorum Device
552 storage Paol
5] subsystem

> [ 4 Performance

>[4 Storage Replication

» g, Hitachi Storage Systems Alerts

< ] >

B scomwin2012R2-1.contoso.com

SCOMWIn2012R2-
1.contoso.com\SCOMWin2012R2-1.contoso.com

. Workflow Runtime: Failed to run a WM query for
= WM events

7/26/2015 5:57:35 PM

Source:

Full Path Name:

Alert R

v

Show orHide Wiews...

PEws Wi b

Bl Monitoring
/' Authoring

i =\ Reporting

Administration

Knowledge:
@ My Workspace
Summary

Operations Manager failed to run @ WM query or saript rel

ed to WM e

Alert Description

Module was unable to connect to
92E582)JVT6.CONTOS02.

WIN-
mirootiHitachi

This has happened 55 times since this instance was loa

Error: 0x800

One or more workflows were affe

by this.

Workflow name: Hitachi.Storage.Alerts.Class.Rule
Instance name: HDVM
Instance |D: (3E65BC4C-D4FCC5D4-3672-0F0BBB361714}

Management group: cantoso

View additional knowledge...

W start Maintenance Mode..

5 Owerrides b

T4 personalize view...

Subscription ~

2.1 Create.. 2
=2 Modify..

Tasks ~

v =] Alert Properties
& Close Alert
Set Resolution State b
[=1 Entity Properties

A Health Explorer

Navigation ~
=] alert view

<] Diagram View

2| Event View

‘A’i Performance View

=] state view

[E%] Network Vicinity Dashboard

Health Service Tasks ~
[73 Check Health Service Startup Cc
[ Cemputer Management

3 Disable Audit Collection

5 Enable Audit Collection

_E Flush Health Service State and ¢
_; Get the agent-processor utilizat
75 Get The Pool Member Monitorii

75 Get Top Level Instances Monito ~

Ready
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Setting the Adapter Connector Number

When deploying dual Hitachi Infrastructure Adapters, each adapter must be
assigned a unique connector number: either 0, or 1. A maximum of two

Hitachi Infrastructure Adapters of each type (storage or compute) can be
installed.

Change the connector number setting only when installing Hitachi Infrastructure
—p| Adapters on multiple servers. If the connector number is changed when there is

only one Hitachi Infrastructure Adapter, information sent with the previous
connector number might persist in SCOM. If this occurs, uninstall the
management pack to delete all SCOM information.

To set the connector number:

From the Start menu, select Programs, then open the Hitachi Storage or
Compute Connector Configuration.

1. Select the Advanced Configuration tab.

2. Under Dual Connector Settings, choose a connector number for the
adapter, either 0 or 1.

Hitachi Storage Connector Configuration - [Console Root\Hitachi Storage Connector Configuration] == -
Eile  Action  View Window Help
= 2@ H

(21 Consale Root
I Hitachi Storage

Hitachi Storage Connector Configuration
Subsystams I Cannector Canfiguration | Performance | Advanced Configuration

Actions

Hitachi Storage Connector C.. ~
A TestConnection

Dual Connector Seftings

bed Save Configuration
Connectar number

e 4
Mew Wind ow frarm Here

Help
AT COTTECTaT TSt Pave o tree Cantector number (0 or 1]

Accountfor SCOM access
[] Access SCOM using an explicit account

Daormain User Narme

Passward

“éhien thiz option's not enabled, the Connector accesses SCOM by implicity
uzing the same Windows account that Hitachi Storage Connector Service is
configured to use. This is the account that's initially configured by this
adapter's installer, and can be viewed or changed after installation by using
the Windows Services configuration interface.

“éhien this option is enabled, Hitachi Storage Connector 5 ervice will continue to run
using its origingl account, vet it will explicitl use the acoount set an this soreen to
access SCOM. This may be necessary for use with \Windows security configurations
which prevent the originally configured Connector account from accessing SCOM
[for instance, when the Connector and SCOM reside in separate Windows

dormsivs, between which no specisl st relationshin ssists)

3. When done, close the Connector Configuration window.
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Setting the SCOM Account

If Hitachi Infrastructure Adapter and SCOM reside in two separate Windows
domains, it's necessary to configure the adapter to access SCOM using an
account other than the account configured during the adapter’s installation.
This account must belong to the Domain Admins group for the domain in
which SCOM resides.

To protect the privacy of this account’s password, the password entry box
displays a fixed number of asterisks, regardless of the actual password’s
length.

To set the SCOM account:

1. From the Start menu, select Programs, then open the Hitachi
Storage or Compute Connector Configuration.

Select the Advanced Configuration tab.

3. In Account for SCOM access, check the Access SCOM using an
explicit account option, then enter the Windows domain account for
SCOM access.

Hitachi Storage Connector Configuration - [Console Root\Hitachi Storage Connector Configuration] l;li-
& Ele Action Yiew Window Help
& 2[m B

. Hitachi St
L | [RIEEA0 SEEER Subsystems | Connector Configuration | Performance | Adwanced Configuration Hitachi Storage Connector C.. «

/A Test Connection

Dual Connectar Settings 4ed Save Configuration

Connector number

; v Wiew »

Mews Windaw frarm Here

‘wihen dual Connectors are configured to access SCOM, [ Help
each Connector must have & unique Connector number [0 or 1],

Account for SCOM access

Access SCOM using an explicit account

Domain User Mame
|CONTOSO | |Adm|mstratnr

Fassward
[t ]

“afhen this option's not enablzd, the Connectar accesses SCOM by implictly
\ uzing the same Windows account that Hitachi Starage Connector Service is

adapter's instaler, and can be viewed or changed after nstallation by using
the ‘Windows Services configuration interface.

“when this option is enabled, Hitachi Storage Connector Service wil continue to mn
uzing its original account, et it will explicitly use the account set on this screen to
access SCOM. This may be necessary for use with Windows security configurations
which prevent the originally configured Connector account from accessing SCOM
[far instance. when the Connector and SCOM reside in separate \Windows
domainz, between which o special tust relationship exists).
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Authorizing Access to the WMI Namespace

Depending on Windows environment configuration specifics, it may be
necessary to configure WMI namespace access.

Once objects representing monitored components have been initially sent
to SCOM, their health states are subsequently updated with WMI events.
In some environments with multiple Windows domains, choosing to forego
this configuration may prevent Hitachi Infrastructure Adapter from sending
these events to SCOM.

To authorize access to the WMI namespace for the Domain Admin user
group in the SCOM domain:

From the Start menu, select Administrative Tools.

1.
2.

Double-click Computer Management.

23 iterms

Al = | Administrative Tools -[ox]
Home Share i 9
T |57« &l Contral Panel lkerns » Administrative Taols » v & | Search Administrative Tools r |
© Favorites Marme Date modified Type Size
B Desktop . Terminal Services 87222013 B30 A0 File folder
& Downloads ﬁ’ ammaoE e Et Se 82172031157 PR Shortcut 2kB
= Recentplaces @ Cornputer Managernent 2123115 PM Shorkcut 2kB
8/21/2013 11:47 PM Shorkcut 2kE
1% This PC @] Event Wiewe 821203 1155 P Shortout 2 KB
fal, iSCH Initiator 2212013 1157 PM Shorkout 2kE
€l MNetwaork (@ Local Security P8icy 8212013 1154 Pl Shortout 2 KB
[ ODEC Data Souregdi32-bit) 8/21/2013 458 PM Shortcut 2kE
A Computer Management == -
File  Action Miew Help
e =/[m = 3@
A Computer Management (Local | Name Actions
) -
4 [fi System Tools [f} System Tools Computer Manageme... «
I () Task Scheduler 3 storage
b @] Event Viewer 4 Services and Applications More Actions e
I z@| Shared Folders
I % Local Users and Groups
b ni’zi] Performance
4 Device Manager
4 (=0 Storage
[ '&; Windows Server Backug
=1 Disk Management
b Ty Services and Applications
[AB Windows Server Backup 212031153 PM Shorkout

In the console tree, expand Services and Applications, right-click
WMI Control, and then select Properties from the Action menu.
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&
File  Action View Help
&

Computer Management

& Computer Management {Local
4 [} Systern Taols
I (z—) Task Scheduler
I @ Event Viewer
I @] Shared Folders
|- &% Local Users and Groups
I .éé'. Perfarmance
a=n Device Manager
4 55 Storage
I @ Weindaows Server Backup
= Disk Managernent
T4 Services and Applications
I E) Routing and Remaote Ac
o Serdces

G I Tkl
Wiew 3

4

Properties

4.

Configures and controls the Windows Management Instrumentation (WhAly service,

Actions
Windows Management Instrumentation [WMI1) W Control =
More Actions »

WhI Control Properties

| B ackup/FRestore I Security I Advanced |

B

Thiz dialog allows you to get general information about the
computer.

@

Successfully Connected ta: <local computers

Processor: Intel[R) <eon(R] CPU EB-2620 0 (3 2.00GHz
Operating System . Microzoft Windows Server 2012 B2 Standard
05 Version : 6.3.9600

Service Pack : 0.0

MMl Version © 960016384

il location : C:\Windowshaystem32\whbem

| ak. || Cancel | Apply

On the Security tab, select Root > Hitachi, then click Security.

WMI Control Properties

| General | Backup.-"F!estore| Security |Advanced |

(7 I

Mamespace navigation allows you to set namespace specific security.

Foot

'_ 1 AccessLogging

L Clkv2

A Cli

41 DEFALLT

41 directary

|17 Hardware
B

41 Interop

'_ 1 InventoryLogging

1 Microsoft

1 Microsoffw/mitet

1)) madte

L1 nap

1 Policy

41 RSOP

[y BFCLIRITY

b

oK

Cancel | Apply

5. In Security for ROOT\Hitachi, click Add.
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Security

Group or uger names:

2, L0CAL SERVICE
% MHETwORE SERVICE
%Administrators [SVRWEE-CONT 0502 Administrators]

Bemaove |

Permizzions for Authenticated
Users

Execute Methods
Full#/rite

Partial 'write
Provider ‘white
Enable Account

For special permissions or advanced settings,
click Advanced. =

HEIOOR|E
=

Cancel | | Apply |

6. In Select Users, Computers, Service Accounts, or Groups, click
Locations.

Select thiz object type:

|Users, Groups, or Built-in securnity principalz | | Object Types... |

FErom thiz location:
[coNTOS02.com

s

| Locations... |
/)

Enter the object names to select [examples):

[ LCheck Mames

o [

7. In Locations, select the domain containing SCOM, then click OK.

Select the location vou want to search,

Location:

; ﬂ_;EJ SWAWEB-CONTOS02
-] Entire Directary

Cancel
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8. Click Advanced.

Select thiz object type:

|Users or Groups | | Object Types... |

From thiz location:

|contoso.com || Locations... |

Enter the object names to select [examples):

LCheck Mames

’

[

9. Click Find Now.

Select thiz object type:

| | Object Types... |

FErom thiz location:

|contoso.com || Locations... |

Comman Queries
Hame: Starts with v |

Description: | Starts with

[ Disabled accounts
["]Mon expiring password

[rays since last logon: l:l

|| Cancel |

Search results:

Mame E-Mail Address Drescription In Falder
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If a Windows Security window is displayed, enter the user name and
password for the domain account that you are looking for.

Windows Security

Enter network credentials
Enter your credentials for an account with permissions for

Windows Security -

Enter network credentials
Enter your credentials for an account with permissions for contoso.com.

For example user, user@example.micresoft.com, or domd

|'_|ser name | For example user, user@example.microsoft.com, or domain‘user name
I I | Password |
Domain: CONTOS02 | cONTOSOVAdministrator

Connect a smart card |"“"""|

Domain: CONTOS0

oK Connect a smart card

| oK | | Cancel

Select Domain Admins, then click OK.

Select Users, Computers, Service Accounts, or Groups -

Select thiz object type:

|Users or Groups | | Object Types... |

From thiz location:

|contoso.com || Locations... |

Common Gueries
Mame: Starts with | |

Description: | Starts with | |

Dizabled accounts Stop

Mon expiing password

Ok Cancel
Search results: | | anee |
Mame E-tail Address Drezcription Ir Folder A
83 Adrministrator Built-in account ... contoso.comdUs...

i;, [romain Contr...

Al domain contr..  contoso.comdUs...

% Domain Guests All domain guests  contoso.com/Us...

5& D amain Users Al domain users contoso.comdUs...

5& Enterprize Ad... Designated admi... contoso.comdUJs...

5& Enterprise Re... Mermbers of this .. contoso.comdUs...

5& Group Policy ... Members inthis ... contoso.comdUs...

D5t Ruilk.in accoumt f_conteen comd ls h
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10. Click OK.

Select Users, Computers, Service Accounts, or Groups -

Select thiz object type:

|Users or Groups | | Object Types... |

From thiz location:

|contoso.com || Locations... |

Enter the object names to select [examples):

Dromain Admins LCheck Names

] =N

A

11. In Permissions for Domain Admins, check Allow for all of the
options except Special permissions, then click OK.

Security for ROOT\Hitachi -

Security

Group or uger names:

H2 Authenticated Users

Qi Domain Admins [COMTOS04D omain Adming]

H2, L0CAL SERVICE

2 NETWORK SERVICE

EE,Administrators [SVRWEB-CONTOS02%Administratars]

| Add... | | Bemove |
Permizzions for Domain Adming Deny
Execute Methods O -~
Full */rite: O =
Partial ‘white O
Provider ‘Write O
Enable Account O I~

For special permissions or advanced setings,
click Advanced. =

| QK. || Cancel || Apply |

12. In WMI Control Properties, click OK to close.
13. Close the Computer Management window.
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Caution If WMI Namespace access authorization or DCOM access authorization is not

configured correctly, WMI queries may fail causing a warning to be displayed as
! an active alert in the Operations Manager. If such an alert appears, verify that
access to DCOM and WMI Namespace have been properly authorized for the
Domain Admins user group.

Fle Edit View Go Tasks Tools Help

£ lseach _ fOwemides~ By Scope

Active Alerts - contoso - Operations Manager

@ .

Monitoring < Active Alerts (1)

EindMow  Clear

A O Lookfor |

4 Severity: Waming (1)
3] Distributed Applictions

» Tasks
o @

Alert Actions ~

1. SCOMW..,
48 Task status A

Operations Manager failed to run a WMI query for WM events  New

T/26/2015 55735 PM

| View or edit the settings of this
14 Minutes -

5] UNIeLinux Computers
3] Windows Computers
4 Agentless Exception Moritoring

4 Application Monitoring
4 Datawarehouse

4 Hitachi

"4 Hitachi Compute Switd

.

{5 Hitachi Storage Systems
2] controller
£i2| Controller Port
E22] Drive

GHIS

2| FC Host Part

2!| File Server Node

[527] File System

5] tink Agaregation Sourt

[ Link Agaregation Port

5] Logical Unik

5% Quorum Device

] storage Pool

[57] Subsystem

b 4 Performance

Alert Details

Full Path Name:

Alert Rule:

> _a Storage Replication

> g Hitachi Storage Systems alets |
< m >

Show or Hide Views...

Hew Wiew b

Bl Monitoring
A Authoring

|5 Reparting

Administration

Ijgl My Workspace

Knowledge:

Summary

/i Operations Manager failed o run a WMI query for WMI events

B 5CoMWin2012R2-1.contoso.com

SCOMWin2012R2-
1.contoso.com\SCOMWin2012R2-1.contoso.com

Workflow Runtime: Failed to run a WMI query for
' WM events

7/26/2015 5:57:35 PM

Alert Description

Madule was unable to connect to WWIN-
92E582IVT6.CONTOSO2. comroot\Hitachi

‘This has happened 55 times since this instance was loi

Error: Oxt

One or more workflows were affected by this.

Workflow name: Hitachi.Storage. Alert:

Instance name: HDVM
Instance ID: {3E65BCAC-DAFCC5D4-3672-0F0BEB361714}

Management group: contose

View additional knowledge...

Operations Manager failed to run a WMI query or script related to WM events.

& start Mode..

5 Overrides b
[ Personalize view...
Subseription ~

2. create.

m

2] Modify..

Tasks -~

<

=1 Alert Properties
2 Close Alert
Set Resolution State ¥
(=3 Entity Properties
& Health Explorer

Navigation ~
| Alert view

<] Diagram View

2| Event View
B perfarmance View
£7| State View

[%] Network Vicinty Dashboard

Health Service Tasks ~
[73 Check Health Service Startup Cc
Computer Management

Disable Audit Collection

iy
=}
[73 Enabie Audtt Collection
[§ Flush Health Service State and ¢
[73 Getthe agent processor utilizat
[T3 et Tne Pool Member Monitorit

[T3 Get Top Level Instances Manito ~

Ready
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Setting Agent Managed Monitoring

When SCOM monitors a server in a separate domain, an agent must be
installed on that server to enable Agent Managed service monitoring.

To set up Agent Managed monitoring:

1. Configure your firewall using the settings and port numbers in the

table below to enable communication by Agent Managed between the
AD domain controller and the Hitachi Infrastructure Adapter.

Agent Managed Firewall Setting

Target Firewall

Port Number

Reference Web site

Windows Firewall of the

Server on which Hitachi

Infrastructure Adapter is
set up.

RPC End Point Mapper:
TCP 135

RPC Dynamic: Dynamic

SMB: TCP/UDP 445

Firewall on the network

RPC End Point Mapper:
TCP 135

RPC Dynamic: Dynamic

SMB: TCP/UDP 445

Agent and Agentless Monitoring

https://technet.microsoft.com/en-
us/library/hh487284.aspx

Preparing your environment for System
Center 2012 R2 Operations Manager

https://technet.microsoft.com/en-
US/library/dn249696.aspx

System Requirements: System Center
2012 SP1 - Operations Manager

https://technet.microsoft.com/en-
US/library/jj656654.aspx

System Requirements: System Center
2012 - Operations Manager

https://technet.microsoft.com/en-
US/library/jj656649.aspx

System Requirements: System Center
2016 - Operations Manager

https://technet.microsoft.com/en-
us/system-center-docs/system-
requirements/system-requirements

2. From the Start menu, select Programs, then open the Microsoft

System Center Operation Manager.

3. Open the Administration console tree.
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4. Right-click Agent Managed, then select Discovery Wizard from the
Action menu.

Agent Managed - contaso - Cperations Manager = | = -

File Edit View Go Tasks Tools Help

. Jseach~ o i¥e o | P Fina o .

Administration <  Agent Managed (0) <

4 58 Administration ~ | Health State FODM Hame Darmain Wersion
5 Connected Management Groups

“@ Agent Manznen
4 Discovery Wizard...

G sgentless

& Pending M
& UmLinue

% Managemen
4 _,—‘g Metwork Ma ,% Mewv User Role 2

= Download Managerent Packs ..

Impart Management Packs..,

JB Discovery R
¥ Metwork D
_Li‘ Metwork De

Create Run As Account..

Create Run As Profile..,

.-ul—,’\z

-
me -
4 ] Motifications | =% Llzugchariel 4 g
= Channels 3) MNewr subscriber., a
;‘21 Subscribers| T Mews subscription.., %
< M Add Management Group
Discovery Wizard,., (4 Refresh £5
.. Meonitoring

_yr Authoring
i':' Reporting
’ Administration

ﬁg’l My Workspace

Ready
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5. In Computer and Device Management Wizard, for Discovery Type,
choose Windows computers, then click Next.

Auto or Advanced?

Dizcovery Method

Administratar Szcount Windows computers

Select Objects to Manage | Dizcover Windows computers in wour Active Directony
environment and install agents on the ones you want to
Surarmnany manage.

UNIX/Linux computers
Thiz enables you to discover UMIX and Linus computers in

your environment and install agents on the ones you want to
manage.

Network devices
Dizcover and monitor network. devices using Simpla
Metwork Management Protocol [SNMP).

Select a dizcoverny tupe and click Mext to continue.

< Previous | | Mexst » | | Dizcover | | Cancel

Dual Connectors 129

Hitachi Infrastructure Adapter for Microsoft® System Center Operations Manager Consolidated Installer
User’s Guide



6. For auto or advanced discovery, choose the Advanced discovery
option, then click Next.

FL"'" . Auto or Advanced?

Discovery Type
Auto or Advanced? Choose

Discovery Method
. () Automatic computer discovery
Administrator Account
Scans the "CONTOSO" domain for all Windows-based computers.

~
(®) Advanced discovery
Allows youto specify advanced discovery options andsettings.
J

Computer and Device Classes:

Select Objects to Manage

Summary

|Servers and Clients v |

Note: This setting applies only when scanning Active Directory. You can configure how these
objects will be discovered, on the next screen(s).

Management Server

|SCOM2012R2-2-1.contoso.com W |

[ verify discovered computers can be contacted

< Previous | | Mexst » | | Dizcover | | Cancel
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7. For Discovery Method, click Configure to scan objects in Active
Directory.

Fﬁl . Discovery Method

Discovery Type

Auto or Advanced?

How do you want to discover computers?

Dizcovery Method

- (®) Scan Active Directory
haministrator Account Select objects from Active Directory to scan, or create an
Select Objects to Manage advanced query.
Summary | Configure...
Domain:

|contoso

(") Browse for, or type-in computer names
Browse Active Directory or type computer names into the list

below. Separate each computer name by a semi-colon, comma
or a new line:

Camputers | Advanced

Cormputer name: | |

haner: |

Role: | Any

For example, sel

Cancel

< Previous | | Mest » | | Dizcover | | Cancel |

8. In Find Computers, click OK.
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9. From Domain, choose the domain that includes the server on which
the Hitachi Infrastructure Adapter has been installed, then click Next.

Fh"'" . Discovery Method

Discovery Type

Auto or Advanced? How do you want to discover computers?

Discovery Method
(® Scan Active Directory
Administrator Account
mimstrater Y Select objects from Active Directory to scan, or create an

Select Objects to Manage advanced guery.
Summary (& sAMACCoUNt Twpe=805306369)) Configure...

() Browse for, or type-in computer names

Browse Active Directory or type computer names into the list
below. Separate each computer name by a semi-colon, comma
or a new line:

Browse...

For example, serverl.contoso.com or serverl

< Previous || Mest » || Dizcover || Cancel
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10. For Administrator Account, choose Other user account. Enter the
user name and password, and choose the domain for the administrator
account of the domain that includes the server on which the Hitachi
Infrastructure Adapter has been installed; click Discover.

FL‘ . Administrator Account

Discovery Type

Auto or Advanced? Administrator Account

Discovery Method
— - Select a user account with Administrator rights on the computers you will scan. These credentials will
Administrator Account also be used when installing the agents on managed computers.

Select Objects to Manage
Summary Ralian Account
(®) Other user account

User name:

|P.dministrat0r

Password:

Domain:

[[] This is a local computer account, not a domain account

Note: When selecting the local account option, the agent installation task will be run
as the local account, while the Discovery task will be run using the Management
Server Action Account.

< Previous || Mest » || Discover || Cancel
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11. In Discovery Results, choose the server on which the Hitachi
Infrastructure Adapter has been installed.

Dizcovery Type

Auto or &dvanced? Discovery Results

Dizcovery Method

o The discovery process found the Following un-managed devices.
Administrator Account

Select Dhjects to Manage Select the devices you want bo manage: Select Al | | Deselect Al

Surmrnary [[] AD-CONTOS02.CONTOS02.com
[+/] SVRWEB-CONTOS02.CONTOS02.com
(] WIN-1319GVLCT6K. CONTOSO 2.com

Mote: If vou do not see all of the computers you expect to see, you can obtain
information on troubleshooting discovery issues at http:/fgo, microsoft, comyFelink?
LinkID=128940,

Management Server

[scoMa012R2-2-1. contoso. com

Management Mode:

| Agent

12. From Management Mode, choose Agent, then click Next.
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13. In Summary, click Finish to deploy the agents to the server.

Dizcowvery Type

Auto or Advanced? Summary

Dizcowvery Method
Agents to be inskalled:
Administrator Account

Select Objects to Manage
Agent installation direckary:
Summary

Agent Action Account

Specify credentials for the agent to use when performing actions.
(@) Local System

() Other
User name:

Password:

Drarnain:
|conToso

To close the wizard and deploy the agents, dlick Finish,

Activate Winc

< Previous || MNeadt >

14. When Status indicates installation was successful, click Close.

All tasks completed.

Task Target

< >

Task Oukput B3 Copy Text [E=Y Copy HTML

The task completed successfully. ~

‘fou can close this dialog at any time. Doing so will not interrupt
executing tasks, You can check the status of tasks in a task status
WiBW,

Close
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15. In Operations Manager, confirm that the target server has been

registered is displayed in Agent Managed.

Agent Managed - contoso - Operations Manager == -
File Edit View Go Tasks Tools Help

f Jsearen~ B¢ P Find @ .

Administration <  Agent Managed (1)

<
4 8 Administration ~ | Health State FODN Name
4 Primary Management Server: SCOM2012R2-2-1.contoso.com (1)

.I Healthy SVRWEB-CONTOS02.CONTO502.com

Domain Version
s, Connected Management Groups
4 |7y Device Management SVRWEB-CONTOS02  CONTOSO Unknown
48 Agent Managed
-
[iw Agentless Managed
ﬁ] Management Servers

I_Q Pending Management

E um/Lin Computers

% Management Packs
4 ,-__ig MNetwork Management

JEJ Discovery Rules

;—-L’ Network Devices

‘E;‘f MNetwaork Devices Pending Management
4 - MNotificatiors

|2 Channels

;‘3{ Subscribers

aued yse|

< m >

Discovery Wizard...

.. Monitoring
ﬁ‘ Authoring

i Ll Reporting
Administration

E;‘I] My Workspace

Ready

Note

J—

If the target server appears under Pending Managed instead of under Agent
Managed, verify that the Forest Trust between Domains is set correctly.

J

i
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If the Trust Type of the Forest Trust between Domains is not set correctly, an
error for stopping Health Service is displayed in Active Alerts. If this occurs,
= verify the Trust Type setting for Forest Trust between Domains is set correctly.

Active Alerts - contoso - Operations Manager

- | a
Fle Edit View Go Tasks Tocls Help
[ lseach~ . {Owerides~ . {BiScope @ .
Monitoring < Active Alerts (1) > Tasks
4 [H Monitaring A O Lookfor: | EindNow  Clear B @
| acive pierts 21 Source @ Mame Resolution State  Createc A1 actions 79
[ piscovered Inventony
[5] Distributed Applications — | View or edit the settings of this
= (59 WIN-92E5821VTE.CONTOSOZ.cam Health Service Heartbeat Failure MNew T80
(s Task Status R Start Maintenznce Mode...
[E2] UnLinue: Computers
[322] wwiin dows Computers
o [ Agentless Exception Moritoting
> [ Application Manitating &5 Overrides
> [, DataWarehause [T Personalize view.
> s Hitachi
» 4 Hitachi Compute Switeh = Subscription &
4 (g Hitachi Storage Systems Create.
) Modify...
< m > Tasks »
Alert Details

2| FC HostPart

22| File Server Node

5] Link Aggregation
%] tink 2ggregation Port

[22] Quorum Device
[5%] storage Pacl
[552] subaystem
» L4 Performance
» 4 Storage Replication
» g Hitachi Storage Systems Alers

< [T

Show or Hide Views...

Nlew Wiew »

Bl Monitoring
# Authering

& Reporting

Administration

() My Workspace

Ready

Created:

7/28/2015 12:18:32 AM

Knowledge: [E] View additional knowledge...

Summary

The System Center Management Health Service has stopped on 2 computer.

This alert is generated by a Heath Senvice Watcher. This object is run on the All Management Servers Resource Pool and monitors the health of il
System Mznagement Health S in a Management Group. When a System Center Management Health Service fails to heartbeat, as set of
Diagnostics are run and Recoveries are then executed to attempt to fix this problem with the remote agent.

Causes
¥|  This can happen when:
The System Center Management Health Service has been stopped
The System Center Management Health Service failed to start up correctly.
The System Center Management Health Service has been set to Manual/Disabled and the machine was rebooted
Resolutions
Recoveries may be enabled to restart the agent.

In the event that the recovery is disabled or was not s
details pane. To open the State Change Events tab, righ

ul, you can navigate to the “State Change Events™ tab and run the recovery from the

i the alert, point to Open, and then dick Health Explorer. In Health Explorer, select the
alert thatis in a critical state, and then in the right-hand pane, click the State Change Events tab. In the details pane, dick the recovery task.

Note: A diagnostic task for this monitor runs ping. Th
prevent the computers from pros
Rule on Windows Vista or Wind:

ault firewall settings for computers running Windows Vista or Windows Server 200
ponse. To configure these computers to allow incoming ICMP traffic,
(http:/go.microsoft.commwlink/2Linkid=161045).

“Create an Inbeiehd-ICRAF

Hide knowledge

~  [E] Alert Properties

~

n

1 Close Alert
Set Resolution State b
[=7 Entity Properties

& Health Explorer

Navigation ~
| Alert View

<] Diagram View

12| Event view

%4 Performance View

22 State View

[E8] Network Vicinity Dashboard

Health Service Watcher ~ ,  —
Tasks
(&l Computer Management

Ping Computer

Ping Computer (with Route)

-
|
-
u

=
Y
& Ping Computer Continuously (p
-

al Remote Desktop

Remote Desktop (Console)

Show Gray Agent Cannectivity [ _
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Troubleshooting

This chapter describes general troubleshooting information, logging, and
error messages. It also describes how to get help from the Hitachi Data
Systems Support Center.

\®. General Troubleshooting

' Loggin
' Error Messages
®! Getting Help
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General Troubleshooting

The table below provides general troubleshooting information.

Problem

Recommended Action

Hitachi Storage Connector Windows
service fails to connect to Microsoft
Operations Manager

Perform the following diagnostic steps:

1. Verify that the Operations Manager hostname is valid using the
Hitachi Storage Connector configuration tool.

2. Use the Test Connection feature in the configuration tool to test
the Operations Manager connection.

3. Verify that the credentials used by the Hitachi Storage
Connector service are still valid and have sufficient privileges to
communicate with the Operations Manager host.

4. Verify that the host running the Connector service is member of
the same Windows domain as the Operations Manager host.

Hitachi Storage Management Pack
for Microsoft SCOM and its
Connector settings remain in
Operations Manager after
uninstalling Hitachi Storage
Management Pack for Microsoft
SCOM

Re-install Hitachi Storage Management Pack for Microsoft SCOM,
then use its “Uninstall Management Packs” feature, found in
Hitachi Storage Connector Configuration.

The Hitachi Storage Connector
Windows service fails to update the
states of monitored components

Perform these steps in the MMC snap-in’s Connector Configuration
tab:

1. Uninstall the Management Packs.
2. Start the Connector Windows service.

The Hitachi Storage Connector
Windows service fails to discover
VSP, HUS VM, VSP G1000, VSP
Gx00, VSP Fx00, VSP G1500, and
VSP F1500 arrays

= Verify the host running the Windows service has CCI installed,
and a Command Device is setup correctly.

« The Command Device must have these attributes enabled:
= Command Device Security
= User Authentication

Enterprise family array monitoring
is unreliable, and logs related to
command device I/0 errors appear
in HiSystemCenter.log

When the SCOM Connector service communicates with an
Enterprise family array using a command device, it creates a new
CCI HORCM instance for each task.

In some environments, it may be necessary to change the default
range of HORCM instance numbers used by the Connector. Please
see this adapter’s User’s Guide for Storage Systems for more
information.

The MMC displays an "MMC could
not create the snap-in” error while
trying to start Hitachi Storage
Connector Configuration

Reinstall Hitachi Infrastructure Adapter for Microsoft® System
Center Operations Manager.

The MMC Snapin displays “Failed to
add subsystem” while trying to add
an authenticated subsystem using
correct credentials

Perform the following diagnostic steps:
1. Check the HiSystemCenterCfg.log file.

2. Re-install the Hitachi SCOM MP when Error Code 0x800401F3 is
found in the HiSystemCenterCfg.log file.
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Problem

Recommended Action

The MMC Snapin fails to start

The account used to start the MMC snap-in must be a member of
the Administrators group on the computer(s) running SCOM and
Hitachi Infrastructure Adapter for Microsoft® System Center
Operations Manager. See Account permissions for installing and
using the Hitachi Infrastructure Adapter for SCOM.

The Hitachi Connector Service fails
to start.

= Verify the account that the Connector Windows service is
configured to use belongs to the Administrators group. See
Account permissions for installing and using the Hitachi
Infrastructure Adapter for SCOM.

= Verify that the IP address of the server running the “System
Center Data Access” Windows service is valid.

= Verify that the system clocks of the server running the Hitachi
Connector Windows service and server running System Center
Data Access are synchronized.

The MMC displays “"The SDK service
is either not running or not yet
initialized.”

= Verify that the “"System Center Data Access” Windows service is
running on the server specified in “Enter server address” in the
MMC Snapin.

= Verify that the system clocks of the server running the Hitachi
MMC Snapin, the server running the Hitachi Connector Windows
service, and the server running System Center Data Access are
synchronized.

Information pertaining to monitored
components is out of date

Check the refresh rate in "Connector Configuration” of the Hitachi
SCOM MMC Snapin.

Hitachi MP uninstallation fails

= Remove any dependent management packs and try again.

= Verify there is available space in the operational database. If
there is less than 100MB of available space, System Center
may become unstable and uninstallation of a management pack
may fail. If you increased the size when there was less than
100MB of available space, restart the computer, then retry
uninstalling the management pack.

= When installing the System Center, the default values for the
operational database:

= Database name: OperationsManager
= Size: 1000MB

Hitachi MP uninstallation fails due to
an out of space error in the
database log

Take the RMS offline, then increase the initial size of the
Operations Manager database log file (OperationsManager.ldf) by
1000 MB.

The MMC Configuration Snap-in fails
to discover VSP, HUS VM, VSP
G1000, VSP Gx00, VSP Fx00, VSP
G1500, and VSP F1500 arrays

Verify that the RAID Manager (CCI) is installed and that the
command device has been set.

Installation of Hitachi Infrastructure
Adapter for Microsoft® System
Center Operations Manager fails.

= Ensure sufficient free disk space exists to complete the
installation. For system requirements, see Server Hardware
Requirements.

= Ensure account used to run the installer belongs to the
Administrators group. See Account permissions for installing
and using the Hitachi Infrastructure Adapter for SCOM.
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Problem

Recommended Action

Blade CPU information fails to
appear, and the status of other
components is unknown.

(Applies to only the CB500 and
CB2500)

CB500 and CB2500 CPU information may not be correctly
displayed if SMASH authentication fails. Check the SMASH
account and port number information used to register the chassis
in the MMC snap-in, then compare it with the chassis
configuration.

Hitachi Compute Management Pack
task operations cannot be executed
from the SCOM UI.

Check these SCOM settings:
= Check the credentials entered when the task was executed.

= Ensure that IPMIUTIL is installed in the folder expected by
SCOM.

Check these MMC Snap-in settings:

= Ensure that the IP entered during chassis registration was
correct.

= For CB2000 devices, entering individual blade IPs is required
when the management module’s firmware is older than
“A0360.”

Check these Compute device settings:

= Verify that the involved blade or chassis is actually configured
to use the IP specified during task execution.

= Verify that the chassis or blade IPMI settings are in agreement
with those used during task execution.

SNMP traps fail to appear in the
SCOM alert views created by the
Hitachi MPs.

Before SCOM will display SNMP traps from compute devices,
SCOM must be configured to monitor the compute devices as
“Network Devices.” This is the same procedure used to configure
SCOM to monitor any device using SNMP.

Ensure the firewall is configured to allow traffic to the “Operations
Manager SNMP Trap Listener.”

Confirm the SNMP trap Windows service is not running—SCOM's
own built-in trap listener must be used instead.

Hitachi Compute device information
fails to appear in SCOM.

Restart the HCCS.

The states of registered storage
systems and server devices are
displayed as UNKNOWN

If the states of registered storage systems and server devices are
displayed as UNKNOWN on HSCC, HCCC, or SCOM, confirm the
following items.

1. Confirm that no errors occur in the networking
environment.

2. Unregister the target device by HSCC or HCCC, and then
register the device again.

3. If you upgraded a VSP G1000 subsystem to a VSP G1500
subsystem while it was operating, the display for the VSP
G1000 subsystem will appear as UNKNOWN. Remove any
VSP G1000 subsystem(s) that appear as UNKNOWN, then
add the VSP G1500 subsystem.
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Problem

Recommended Action

In a Dual Connectors configuration,
only one of the storage arrays being
monitored is displayed in SCOM.

Use Test Connection to verify the connection with the SCOM
adapter that is not displaying its registered storage array.

If the connection fails, check the IP address and account
settings.

If the IP address and account settings are correct:

If the versions of the SCOM adapters in a Dual Connectors
configuration are not the same, one of the SCOM adapters
may fail to connect and the storage array it is monitoring will
not be displayed in SCOM. (This use of mixed versions of the
SCOM adapter is not supported.)

Align the versions of the SCOM adapter among the multiple
locations. (See Note in Installing the Software).

If the SCOM adapter versions are aligned, but the issue
persists:

Verify that the connector numbers assigned to each adapter
have not been duplicated. The connector number for each
adapter must be unique.

Logging

Hitachi Infrastructure Adapter for Microsoft® System Center Operations
Manager performs logging as shown in the following table:

Program Log file Event Log Other Output
Hitachi Storage HiSystemCenter.log Yes -
Connector Service Uses SNM2API and also outputs log
statements to its log files.
Hitachi Compute HiSystemCenter.log Yes -
Connector Service Uses SNMP/SMASH API and also outputs
log statements to its log files.
Hitachi Storage HiSystemCenterCfg.log Yes Message dialog
Connector Configuration
Hitachi Compute HiSystemCenterCfg.log Yes Message dialog
Connector Configuration
Installer - - Message dialog

The log levels defined in the Windows registry are shown in the following

table:
Output to Output to —
Log Level Log File Event Log Description
STAT X - Write operational status to the log file.
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Output to Output to -
Log Level Log File Event Log Description

INFO X - Enable informational logging that provides information
about the operations. Informational logging option is
usually enabled specifically for troubleshooting because it
creates a large log file and can slow down performance.

WARN - The program can continue its process, but alerts the user.

ERROR - Error occurred and the program stopped processing.

PARAM - Writes parameter values of the invoked methods to the log
file.

All X - Writes all log level statements to the log file.

Log Files

Log files are created in the “log” sub-folder in the Hitachi Infrastructure
Adapter for Microsoft System Center Operations Manager’s installation

folder.

The log files contain a single log item per line. In each log item, the
columns shown in the following table are delimited with spaces:

Variable Format

Variable Description

"[process ID]"

process ID: Process ID of the Hitachi SCOM connector Windows
service.

"[Date-Time]"

Date: MM/DD/YY format,
MM: month, DD: date, YY: year

Time: hh:mm:ss
hh: hour(01-24), mm: minutes, ss: seconds
Each value is 2-digits (spaces filled with 0).

"[Modulel" Module: Class hame
When the name is less than 7 characters, blanks are
filled in to the right.

"Level" Level : Log level.

“Message Code"”

Level: Log level

Status message S230####
Error message E220####
Warning message W220####
Info message 1220####

Debug message @ | --=-----
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Variable Format Variable Description

"{Class::Method(Serial)} :Message" Class: Class name
Method: Method name
Serial: Serial number of the storage where the S-VOL resides

Message: Message strings

Sample of a log item (appears as one line of continuous text):

[3104] [10/01/09-10:12:25] [HIAPI ] STAT
{CHiSnmAPI: :RegisterDevice (85010071) } : Successfully updated the device info with SNM API
- IP[192.168.29.218/192.168.29.219] DeviceNum[85010071]

Log Setting

Log levels can be set by changing the value of the “"DebuglLevel” variable in
HiSystemCenter.config. After changing this value, it may be necessary to
re-start the Connector service before the change will take effect.

Values for:

DebuglLevel = { MINIMAL | NORMAL | VERBOSE}

Log Generation and Rotation

Hitachi Infrastructure Adapter for Microsoft® System Center Operations
Manager log files are created when the Connector process starts.

The logging mechanism has these features and characteristics:
* Multiple processes are able to log to a single log file.

* Log files can be automatically rotated when their size reaches a
user-specified limit.

* The log files are rotated by incrementing a number appearing at
the end, beginning with zero, and increasing to a user-specified
limit. For instance: hiSystemCenter.log, hiSystemCenter.log.1,
hiSystemCenter.log.2, etc.

*| If a write to the current, active log file cannot be performed
because the file is locked, the logs will be written to a temporary
file with a “tmp” suffix, such as hiSystemCenter.log.tmp.

*| Like the normal log files, these temporary log files are also
rotated when their size reaches the configurable MaxFileSize limit.
For instance: hiSystemCenter.tmp.1, ‘2, '3, etc.
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[» If a temporary log file is locked when a log rotation event occurs,
an overflow log will be created. These overflow logs are never
automatically deleted; they administrator must delete them
manually. Overflow logs have a file name format similar to this:
hiSystemCenter_<YYYYMMDD_hhmmss>.

* The current, active log files are always named
hiSystemCenter.log and hiSystemCenterCfg.log, and are used for
the Connector service and the MMC snap-in, respectively.

* Whenever a write to any type of Hitachi log file fails due to the
file being locked, a corresponding message will appear in the
Windows Event log. For instance:

* When the adapter log file is locked, a warning log will appear that
reads, “Writing to Adapter log stopped.”

* When the adapter log file becomes available for writing again, an
information log will appear that reads, “Writing to Adapter log
started.”

* Whenever an overflow log is created, a warning log will appear
that reads, "Some backup log files are not writable. Writing
Overflow log. Please check Adapter log and clean up unused
overflow log files.”
The version of the logging mechanism is also logged, in this format:

Hitachi Logger version : [X.X.X.X]

Logging Configuration

The configuration values for the logging mechanism are stored in
hilogger.config.

MaxFileSize

This configuration setting will appear as: [MaxFileSize=20]. The value
must be between 1 and 100, indicating a size limit between 1MB and
100MB. If a value outside of this range is provided, the logging
mechanism will revert to its built-in default, which is 10MB.

MaxBackupIndex

This setting will appear as: [MaxBackupIndex=20]. The value must be
between 1 and 255. If a value outside of this range is provided, the
logging mechanism will revert to its built-in default, which is 5.
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Messages

This chapter describes the various messages displayed by Hitachi
Infrastructure Adapter for Microsoft® System Center Operations Manager.

Error Messages

The following error messages may be found in the error log. The initial
letter of the error message is: E for Error, W for Warning or I for

Information.

The first two digits express the application type (HCCC or HCCS).

30: HCCC (Hitachi Compute Connector Configuration)

40: HCCS (Hitachi Compute Connector Service)

E2201000

Error Message
1D

E2201000

Error Message
Text

Device manager authentication failed.

Explanation

Recommended
Action

Confirm the user ID and the password and try again.

E2201001

Error Message
1D

E2201001

Error Message
Text

Unable to find subsystem information.

Explanation
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Recommended | Please confirm the subsystem serial number and rerun the
Action | operation again.
E2201002
Error Message | E2201002
1D
Error Message | Unable to find LUN information.
Text
Explanation
Recommended | Please confirm the LUN and rerun the operation again.
Action
E2201003
Error Message | E2201003
1D
Error Message | Input LUN is DMLU.
Text
Explanation | Invalid LU type.
Recommended | Please confirm the LUN and the type, and rerun the operation
Action | again.
E2201004
Error Message | E2201004
1D
Error Message | Input LUN is CMD.
Text
Explanation | Invalid LU type.
Recommended | Please confirm the LUN and the type, and rerun the operation
Action | again.
E2201005
Error Message | E2201005
1D
Error Message | Input Mount Point is null or empty string.
Text
Explanation
Recommended | Please enter valid mount point.
Action
E2201006
Error Message | E2201006
1D
Error Message | Input LUN is not free creating virtual volume.
Text
Explanation
Recommended | Please enter a LUN which is not used.
Action
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E2201007

Error Message | E2201007
ID
Error Message | LUN is paired with a ShadowImage.
Text
Explanation
Recommended | Please provide a LUN which is not paired with any secondary
Action | volume.
E2201008
Error Message | E2201008
ID
Error Message | Input LUN for the P-Vol belongs to a V-Vol.
Text
Explanation
Recommended | Please provide a valid LUN for primary volume.
Action
E2201009
Error Message | E2201009
ID
Error Message | Input LUN is not a virtual volume.
Text
Explanation
Recommended | Please provide a valid LUN for virtual volume.
Action
E220100A
Error Message | E220100A
ID
Error Message | Input V-Vol is not paired with a P-Vol.
Text
Explanation
Recommended | Please provide valid V-Vol number.
Action
E220100B
Error Message | E220100B
ID
Error Message | The V-Vol is not to be initialized.
Text
Explanation
Recommended | Please initialize the disk of the V-Vol.
Action
E220100C
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E220100D

E220100E

E220100F

E2201010

E2201011

150

Error Message
1D

E220100C

Error Message
Text

For the given subsystem type, this LUN is invalid.

Explanation

Recommended
Action

Please provide valid LUN.

Error Message
1D

E220100D

Error Message
Text

For the given subsystem type, this data pool number is invalid.

Explanation

Recommended
Action

Please provide valid data pool number.

Error Message
1D

E220100E

Error Message
Text

V-Vol is not found.

Explanation

Recommended
Action

Please provide valid V-Vol number.

Error Message | E220100F
1D
Error Message | Incorrect model for the subsystem.
Text
Explanation | Confirm the subsystem model and the subsystem serial number
and try again.
Recommended | Please provide valid subsystem type.
Action

Error Message
ID

E2201010

Error Message

Please verify the specified subsystem type and serial nhumber, and

Text | try again.
Explanation | Confirm the subsystem type and serial humber and try again.
Recommended | Please verify the specified subsystem type and serial number, and
Action | try again.

Error Message
1D

E2201011
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E2201012

E2201013

E2201014

E2201015

E2201016

Error Message

Failed while trying to get login type for the subsystem: [%%ls].

Text | Error Code: [0x%%08X].
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message
1D

E2201012

Error Message

Add Subsystem failed after retry: IP addresses=%%ls,

Text | hr=%%08X.
Explanation
Recommended | Please confirm the IP addresses are correct and the Ethernet
Action | connection to the subsystem exists.

Error Message | E2201013
1D
Error Message | Add Subsystem failed : IP addresses=%%ls, hr=%%08X.
Text
Explanation
Recommended | Please confirm the IP addresses are correct and the Ethernet
Action | connection to the subsystem exists.

Error Message
1D

E2201014

Error Message

Failed to check subsystem: [%%08d] status, Error Code:

Text | [0x%%08X].
Explanation
Recommended | Please confirm the IP addresses are correct and the Ethernet
Action | connection to the subsystem exists.

Error Message | E2201015
1D
Error Message | Missing Device manager and subsystem login information.
Text
Explanation
Recommended | Please provide valid Device Manager IP address and subsystem
Action | login information.

Error Message
1D

E2201016

Error Message
Text

Failed to query subsystem %%d information from the Device
Manager XML web service. Error Code: [0x%%08X].
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E2201017

E2201018

E2201019

E220101A

E220101B

152

Explanation

Recommended
Action

Please provide valid Device Manager IP address and subsystem
login information.

Error Message
ID

E2201017

Error Message

Failed to retrieve RAID group information of subsystem:

Text | [%%08d], Error Code: [0x%%08X].
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E2201018
ID
Error Message | Cannot retrieve LU: [%%08d:%%04d]. Error Code: [0x%%08X].
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E2201019
ID
Error Message | Failed to mount LU: [%%08d:%%04d]. Error Code: [0x%%08X].
Text
Explanation
Recommended | Examine the error messages displayed onscreen and in the log
Action | files to determine the cause of the error.

Error Message
ID

E220101A

Error Message

Failed to dismount LU: [%%04d] of subsystem: [%%08d] from

Text | mount point %%ls, Error Code: [0x%%08X].
Explanation
Recommended | Examine the error messages displayed onscreen and in the log
Action | files to determine the cause of the error.

Error Message
1D

E220101B

Error Message
Text

Failed to unpresent LU from all hosts. LU: [%%08d:%%04d],
Error Code: [0x%%08X].

Explanation

Internet application error.
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E220101C

E220101D

E220101F

E2201021

E2201022

Recommended
Action

Please run the operation again. If the error persists, contact your
system administrator for assistance.

Error Message | E220101C
1D
Error Message | Failed to find management info of subsystem: [%%08d].
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message
1D

E220101D

Error Message

Failed to present LU: [%%04d] in subsystem: [%%08d]. Error

Text | Code: [0x%%08X].
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message
1D

E220101F

Error Message

Failed to unpresent LU: [%%04d] from the hosts. Error Code:

Text | [0x%%08X].
Explanation
Recommended | Examine the error messages displayed onscreen and in the log
Action | files to determine the cause of the error.

Error Message
1D

E2201021

Error Message

Failed to unpresent LU: [%%04d] from the FC hosts. Error Code:

Text | [0x%%08X].
Explanation
Recommended | Examine the error messages displayed onscreen and in the log
Action | files to determine the cause of the error.

Error Message
1D

E2201022

Error Message

Failed to unpresent LU: [%%04d] from all FC hosts. Error Code:

Text | [0x%%08X]
Explanation
Recommended | Examine the error messages displayed onscreen and in the log
Action | files to determine the cause of the error.
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E2201023

E2201024

E2201025

E2201026

E2201027

E2201028

154

Error Message
ID

E2201023

Error Message

Failed to unpresent LU: [%%04d] from all iSCSI hosts. Error

Text | Code: [0x%%08X].
Explanation
Recommended | Examine the error messages displayed onscreen and in the log
Action | files to determine the cause of the error.

Error Message
ID

E2201024

Error Message

Failed to get data pool information [%%0d]. Error

Text | Code:[0x%%0X].
Explanation
Recommended | Examine the error messages displayed onscreen and in the log
Action | files to determine the cause of the error.

Error Message
ID

E2201025

Error Message

Failed to create CoW pair for LU: [%%08d:%%04d]. Error Code:

Text | [0x%%08X].
Explanation
Recommended | Please confirm the COW pool has enough space for the operation.
Action

Error Message
ID

E2201026

Error Message
Text

Cannot split CoW pair for LU: [%%08d:%%04d].

Explanation

Recommended
Action

Please confirm the COW pool has enough space for the operation.

Error Message | E2201027
ID
Error Message | Failed to get CoW pair S-Vol information.
Text
Explanation
Recommended | Examine the error messages displayed onscreen and in the log
Action | files to determine the cause of the error.
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E220102A

E220102B

E220102C

E220102D

E220102E

Error Message
1D

E2201028

Error Message
Text

Invalid LUN for V-Vol.

Explanation

Recommended
Action

Please provide valid V-Vol number.

Error Message
1D

E220102A

Error Message
Text

Invalid RAID subsystem type.

Explanation

Recommended
Action

Please provide valid subsystem type.

Error Message
1D

E220102B

Error Message

Cannot refresh devices with Error Code: [0x%%08X], [%%0d]

Text | retries.
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E220102C
1D
Error Message | Cannot find management information for subsystem: [%%08d].
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message
1D

E220102D

Error Message

Cannot connect to subsystem: [%%08d] to refresh array data.

Text | Error Code: [0x%%08X].
Explanation
Recommended | Verify the IP addresses are correct and that there is an Ethernet
Action | connection to the subsystem.

Error Message
1D

E220102E

Messages 155

Hitachi Infrastructure Adapter for Microsoft® System Center Operations Manager Consolidated Installer

User’s Guide



E220102F

E2201030

E2201031

E2201032

E2201033
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Error Message

Failed to retrieve controller data, Error Code: [0x%%08X].

Text
Explanation
Recommended | Verify the IP addresses are correct and that there is an Ethernet
Action | connection to the subsystem.

Error Message | E220102F
1D
Error Message | Failed to retrieve controller port data, Error Code: [0x%%08X].
Text
Explanation
Recommended | Verify the IP addresses are correct and that there is an Ethernet
Action | connection to the subsystem.

Error Message
1D

E2201030

Error Message
Text

Controller %%d is detached.

Explanation

Recommended
Action

Please re-attach the controller.

Error Message | E2201031
1D
Error Message | Failed to retrieve drive data. Error Code: [0x%%08X].
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message
1D

E2201032

Error Message

Failed to refresh logical unit data for subsystem: [%%08d]. Error

Text | Code: [0x%%08X].
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message
1D

E2201033

Error Message
Text

Failed to retrieve HDP Pool data. Error Code: [0x%%08X].
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E2201034

E2201035

E2201036

E2201037

E2201038

Explanation

Internet application error.

Recommended
Action

Please run the operation again. If the error persists, contact your
system administrator for assistance.

Error Message
ID

E2201034

Error Message

Failed to retrieve LUN performance data. Error Code:

Text | [0x%%08X].
Explanation
Recommended | Please confirm storage performance is enabled in the subsystem.
Action | Confirm that the command device has been set in the target

storage system.

Error Message
1D

E2201035

Error Message

Failed to retrieve RAID group performance data. Error Code:

Text | [0x%%08X].
Explanation
Recommended | Please confirm storage performance is enabled in the subsystem.
Action

Error Message
1D

E2201036

Error Message

Failed to retrieve storage pool information. Error Code:

Text | [0x%%08X].
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message
ID

E2201037

Error Message

Failed to retrieve storage pool performance data. Error Code:

Text | [0x%%08X].
Explanation
Recommended | Please confirm storage performance is enabled in the subsystem.
Action

Error Message
ID

E2201038

Error Message
Text

Failed to retrieve controller port information. Error Code:
[0x%%08X].

Explanation

Internet application error.

Messages 157

Hitachi Infrastructure Adapter for Microsoft® System Center Operations Manager Consolidated Installer

User’s Guide



E2201039

E220103A

E220103B

E220103C

E220103D
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Recommended
Action

Please run the operation again. If the error persists, contact your
system administrator for assistance.

Error Message
1D

E2201039

Error Message

Failed to retrieve controller port performance data. Error Code:

Text | [0x%%08X].
Explanation
Recommended | Please confirm storage performance is enabled in the subsystem.
Action | Confirm that the command device has been set in the target

storage system.

Error Message
ID

E220103A

Error Message
Text

Failed to create LU. Error Code: [0x%%08X].

Explanation

Recommended
Action

Please confirm storage performance is enabled in the subsystem.

Error Message
ID

E220103B

Error Message
Text

Cannot delete LU: [%%08d:%%04d:%%04d].

Explanation

Recommended
Action

Please confirm storage performance is enabled in the subsystem.

Error Message
ID

E220103C

Error Message

Failed to refresh the system data. LU: [%%08d:%%04d]. Error

Text | Code: [0x%%08X].
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E220103D
ID
Error Message | The login user may not have storage administrative rights.
Text
Explanation
Recommended | Please run the operation in the context of user with Administrative
Action | privilege.
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E220103E

Error Message | E220103E
ID
Error Message | Failed to discover storage device with IPs: %%ls.
Text
Explanation
Recommended | Please confirm the IP addresses are correct and the Ethernet
Action | connection to the subsystem exists.
E220103F
Error Message | E220103F
ID
Error Message | Failed to refresh host group objects for subsystem: [%%08d].
Text | Error Code: [0x%%08X].
Explanation
Recommended | Please confirm that the subsystem is equipped with fiber channel.
Action
E2201040
Error Message | E2201040
ID
Error Message | Failed to refresh target objects for subsystem: [%%08d]. Error
Text | Code: [0x%%08X].
Explanation
Recommended | Please confirm that the subsystem is equipped with iSCSI.
Action
E2201041
Error Message | E2201041
ID
Error Message | Failed to refresh drive objects for subsystem: [%%08d]. Error
Text | Code: [0x%%08X].
Explanation
Recommended | Examine the error messages displayed onscreen and in the log
Action | files to determine the cause of the error.
E2201042
Error Message | E2201042
ID
Error Message | Controller information is not found for subsystem: [%%08d].
Text
Explanation
Recommended | Please provide valid controller ID.
Action
E2201043
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E2201044

E2201045

E2201600

E2201601

E2201602

160

Error Message
1D

E2201043

Error Message
Text

Controller port (%0d:%0d) status: %0d is not online.

Explanation

Recommended
Action

Please confirm the controller port is online.

Error Message | E2201044
1D
Error Message | Drive information is not found for subsystem: [%%08d].
Text
Explanation
Recommended | Examine the error messages displayed onscreen and in the log
Action | files to determine the cause of the error.

Error Message
1D

E2201045

Error Message
Text

Explanation

Recommended
Action

Examine the error messages displayed onscreen and in the log
files to determine the cause of the error.

Error Message
1D

E2201600

Error Message
Text

Failed to check subsystem login type. %%ls

Explanation

Recommended
Action

Please confirm the subsystem IP addresses are correct.

Error Message
1D

E2201601

Error Message

Failed to check subsystem login type, Error Code: [0x%%08X]

Text | IPO: [%%Ils]. IP1: [%%ls].
Explanation
Recommended | Please confirm the subsystem IP addresses are correct.
Action

Error Message
1D

E2201602
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E2201603

E2201604

E2201605

E2201606

E2201607

Error Message

Required input parameters are missing.

Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E2201603
1D
Error Message | Subsystem serial number is missing in the input parameter.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E2201604
1D
Error Message | Device type is missing in the input parameter.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E2201605
1D
Error Message | Log statement is missing.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E2201606
1D
Error Message | Log configuration is missing.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message
1D

E2201607

Error Message
Text

Cannot get LU size in parameters to create LU.
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E2201608

E2201609

E220160A

E220160B

E220160C

162

Explanation

Internet application error.

Recommended
Action

Please run the operation again. If the error persists, contact your
system administrator for assistance.

Error Message | E2201608
ID
Error Message | Cannot get LUN in parameters to delete LU.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E2201609
ID
Error Message | Cannot get RG number in parameters to delete LU.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E220160A
ID
Error Message | Cannot get LUN in parameters to present LU.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E220160B
ID
Error Message | Cannot get initiator list in parameters to present LU.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E220160C
ID
Error Message | Cannot get LUN in parameters to unpresent LU.
Text
Explanation | Internet application error.
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E220160D

E220160E

E220160F

E2201610

E2201611

Recommended
Action

Please run the operation again. If the error persists, contact your
system administrator for assistance.

Error Message | E220160D
1D
Error Message | Cannot get initiator list in parameters to unpresent LU.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E220160E
1D
Error Message | Cannot get LUN in parameters to mount LU.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E220160F
1D
Error Message | Cannot get LUN in parameters to dismount LU.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E2201610
1D
Error Message | Cannot create V-Vol without a LUN.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E2201611
1D
Error Message | Cannot get the LUN in the parameters to delete the V-Vol.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.
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E2201612

E2201613

E2201614

E2201615

E2201616

E2201617

164

Error Message | E2201612
ID
Error Message | Unknown action '%%ls' for controller.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E2201613
ID
Error Message | Failed to retrieve controller information. %%ls
Text
Explanation
Recommended | Verify the IP addresses are correct and that there is an Ethernet
Action | connection to the subsystem.

Error Message
ID

E2201614

Error Message

Failed to retrieve subsystem controller information for subsystem:

Text | [%%08d], Error Code: [0x%%08X]. %%ls
Explanation
Recommended | Verify the IP addresses are correct and that there is an Ethernet
Action | connection to the subsystem.

Error Message | E2201615
ID
Error Message | Unknown action '%%ls' for controller port.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E2201616
ID
Error Message | Failed to retrieve controller port information. %%ls
Text
Explanation
Recommended | Verify the IP addresses are correct and that there is an Ethernet
Action | connection to the subsystem.
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E2201618

E2201619

E220161A

E220161B

E220161C

Error Message
1D

E2201617

Error Message

Failed to retrieve subsystem controller port information for

Text | subsystem: [%%08d], Error Code: [0x%%08X]. %%ls
Explanation
Recommended | Verify the IP addresses are correct and that there is an Ethernet
Action | connection to the subsystem.

Error Message | E2201618
1D
Error Message | Unknown action '%%ls' for device performance.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E2201619
1D
Error Message | Unknown device type %%ls.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message
1D

E220161A

Error Message
Text

Failed to retrieve performance information. %ls

Explanation

Recommended
Action

Please confirm storage performance is enabled in the subsystem.

Error Message
1D

E220161B

Error Message

Failed to retrieve performance information for subsystem:

Text | [%%08d], Error Code: [0x%%08X]. %%ls
Explanation
Recommended | Please confirm storage performance is enabled in the subsystem.
Action | Confirm that the command device has been set in the target

storage system.

Error Message
1D

E220161C
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E220161D

E220161E

E220161F

E2201620

E2201621

166

Error Message

Failed to retrieve performance information for subsystem:

Text | [%%08d].
Explanation
Recommended | Please confirm storage performance is enabled in the subsystem.
Action

Error Message | E220161D
1D
Error Message | Unknown action '%%ls' for disk drive.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E220161E
1D
Error Message | Failed to retrieve drive information. %%ls
Text
Explanation
Recommended | Examine the error messages displayed onscreen and in the log
Action | files to determine the cause of the error.

Error Message
1D

E220161F

Error Message

Failed to retrieve drive information for subsystem: [%%08d],

Text | Error Code: [0x%%08X]. %%ls
Explanation
Recommended | Examine the error messages displayed onscreen and in the log
Action | files to determine the cause of the error.

Error Message | E2201620
1D
Error Message | Unknown action '%%ls' for HDP Pool.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message
1D

E2201621

Error Message
Text

Failed to retrieve HDP Pool information. %%ls
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E2201622

E2201623

E2201624

E2201625

E2201626

Explanation

The subsystem may not have any HDP pool.

Recommended
Action

Error Message
ID

E2201622

Error Message

Failed to retrieve HDP Pool information for subsystem: [%%08d],

Text | Error Code: [0x%%08X]. %%ls
Explanation | The subsystem may not have any HDP pool.
Recommended
Action

Error Message | E2201623
ID
Error Message | Failed to create HDP Pool. %%ls
Text
Explanation | There can be multiple reasons. The HDP pool may not exist, may
be running out of capacity.
Recommended | See the error description for more information.
Action

Error Message
1D

E2201624

Error Message

Failed to create HDP Pool in subsystem: [%%08d], Error Code:

Text | [0x%%O08X]. %%ls
Explanation | There can be multiple reasons. The HDP pool may not exist, may
be running out of capacity.
Recommended | See the error description for more information.
Action

Error Message
ID

E2201625

Error Message

Failed to set the capacity alert depletion values and over-

Text | provisioning threshold values for HDP Pool: [%%d]. %%ls
Explanation
Recommended | Examine the error messages displayed onscreen and in the log
Action | files to determine the cause of the error.

Error Message
1D

E2201626

Error Message
Text

Failed to set the capacity alert depletion values and over-
provisioning threshold values for HDP Pool: [%%d] in subsystem.

Explanation
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E2201627

E2201628

E2201629

E220162A

E220162B

168

Recommended
Action

Examine the error messages displayed onscreen and in the log
files to determine the cause of the error.

Error Message | E2201627
1D
Error Message | Unknown action '%%ls' for logging.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E2201628
1D
Error Message | Failed to write a log entry.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E2201629
1D
Error Message | Failed to update log configuration. %%ls
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E220162A
1D
Error Message | Failed to retrieve LUN information. %%ls
Text
Explanation
Recommended | Examine the error messages displayed onscreen and in the log
Action | files to determine the cause of the error.

Error Message
1D

E220162B

Error Message

Failed to retrieve LUN information for subsystem: [%%08d], Error

Text | Code: [0x%%08X]. %%ls
Explanation
Recommended | Examine the error messages displayed onscreen and in the log
Action | files to determine the cause of the error.
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E220162C

E220162D

E2201632

E2201633

E2201634

E2201635

Error Message | E220162C
1D
Error Message | Failed to create LUN. %%ls
Text
Explanation
Recommended | Examine the error messages displayed onscreen and in the log
Action | files to determine the cause of the error.

Error Message
ID

E220162D

Error Message

Failed to create LUN in subsystem: [%%08d], Error Code:

Text | [0x%%08X]. %%ls
Explanation
Recommended | Examine the error messages displayed onscreen and in the log
Action | files to determine the cause of the error.

Error Message
ID

E2201632

Error Message
Text

Failed to present LUN to the host groups. %%ls

Explanation

Recommended
Action

Please confirm host group does exist.

Error Message
ID

E2201633

Error Message

Failed to present LUN: [%%04d] to the host groups, Error Code:

Text | [0x%%O08X]. %%ls
Explanation
Recommended | Please confirm host group does exist.
Action

Error Message
ID

E2201634

Error Message
Text

Failed to present LUN to the iSCSI targets. %%ls

Explanation

Recommended
Action

Please confirm that the subsystem is equipped with iSCSI.
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E2201636

E2201637

E2201638

E2201639

E220163A

170

Error Message
1D

E2201635

Error Message

Failed to present LUN: [%%04d] to the iSCSI targets, Error Code:

Text | [0x%%O08X]. %%ls
Explanation
Recommended | Please confirm that the subsystem is equipped with iSCSI.
Action

Error Message
1D

E2201636

Error Message
Text

Failed to unpresent LUN. %%ls

Explanation

Recommended
Action

Please confirm the LUN is valid.

Error Message
1D

E2201637

Error Message

Failed to unpresent LUN: [%%04d] from the host groups, Error

Text | Code: [0x%%08X]. %%ls
Explanation
Recommended | Please confirm the LUN is valid and the host group exists.
Action

Error Message
1D

E2201638

Error Message

Failed to unpresent LUN: [%%04d] from the iSCSI targets, Error

Text | Code: [0x%%08X]. %%ls
Explanation
Recommended | Please confirm the LUN is valid and the host group exists.
Action

Error Message | E2201639
ID
Error Message | Failed to mount LUN. %%ls
Text
Explanation
Recommended | Examine the error messages displayed onscreen and in the log
Action | files to determine the cause of the error.

Error Message
1D

E220163A
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E220163B

E220163C

E220163D

E220163E

E2201640

Error Message

Failed to mount LUN: [%%04d], Error Code: [0x%%08X]. %%Is

Text
Explanation
Recommended | Examine the error messages displayed onscreen and in the log
Action | files to determine the cause of the error.

Error Message | E220163B
1D
Error Message | Failed to dismount LUN %%04d of subsystem %%0d. %%ls
Text
Explanation
Recommended | Examine the error messages displayed onscreen and in the log
Action | files to determine the cause of the error.

Error Message
1D

E220163C

Error Message

Failed to dismount LUN: [%%04d], Error Code:

Text | [0x%%08X]. %%ls"
Explanation
Recommended | Examine the error messages displayed onscreen and in the log
Action | files to determine the cause of the error.

Error Message
1D

E220163D

Error Message

Failed to unpresent LUN: [%%04d] from all host groups and

Text | iSCSI targets. %%ls.
Explanation
Recommended | Please confirm the LUN is valid.
Action

Error Message
1D

E220163E

Error Message

Failed to unpresent LUN: [%%04d] from all host groups and

Text | iSCSI targets, Error Code: [0x%%08X]. %%ls.
Explanation
Recommended | Please confirm the LUN is valid.
Action

Error Message
1D

E2201640

Error Message
Text

Failed to create V-Vol. %%ls
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Explanation
Recommended | Please provide valid V-Vol number.
Action
E2201641
Error Message | E2201641
ID
Error Message | Failed to create V-Vol for LU: [%%08d:%%04d], Error Code:
Text | [0x%%O08X]. %%ls
Explanation
Recommended | Please provide valid V-Vol number.
Action
E2201643
Error Message | E2201643
ID
Error Message | Failed to delete V-Vol. %%ls
Text
Explanation
Recommended | Please provide valid V-Vol number.
Action
E2201644
Error Message | E2201644
ID
Error Message | Failed to delete V-Vol for LU: [%%08d:%%04d], Error Code:
Text | [0x%%08X].
Explanation
Recommended | Please provide valid V-Vol number.
Action
E2201645
Error Message | E2201645
ID
Error Message | Unknown action '%%ls' for LUN.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.
E2201646
Error Message | E2201646
1D
Error Message | Unknown action '%%ls' for virtual volume.
Text
Explanation | Internet application error.
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E2201647

E2201648

E2201649

E220164A

E220164B

Recommended
Action

Please run the operation again. If the error persists, contact your
system administrator for assistance.

Error Message
1D

E2201647

Error Message
Text

Successfully retrieved RAID group information of storage
subsystem: [%%08d].

Explanation

Recommended
Action

Error Message | E2201648
1D
Error Message | Failed to retrieve RAID group information. %%ls
Text
Explanation
Recommended | Examine the error messages displayed onscreen and in the log
Action | files to determine the cause of the error.

Error Message
1D

E2201649

Error Message

Failed to retrieve RAID group information for subsystem:

Text | [%%08d]. Error Code: [0x%%08X]. %%ls
Explanation
Recommended | Examine the error messages displayed onscreen and in the log
Action | files to determine the cause of the error.

Error Message | E220164A
1D
Error Message | Unknown action '%%ls' for RAID group.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message
1D

E220164B

Error Message
Text

subsystem: [%%08d] is added to the managed list.
Userld=%%ls. LoginStatus=%%.d.

Explanation

Recommended
Action
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E220164C

Error Message | E220164C
D
Error Message | Failed to add subsystem. %%ls
Text
Explanation
Recommended | Please confirm the IP addresses are correct and the Ethernet
Action | connection to the subsystem exists.
E220164D
Error Message | E220164D
D
Error Message | Failed to add subsystem, Error Code: [0x%%08X]. LoginStatus:
Text | [%%0d]. %%ls
Explanation
Recommended | Please confirm the IP addresses are correct and the Ethernet
Action | connection to the subsystem exists.
E220164E
Error Message | E220164E
D
Error Message | Failed to remove subsystem. %%ls
Text
Explanation
Recommended | Please confirm the IP addresses are correct.
Action
E220164F
Error Message | E220164F
D
Error Message | Failed to remove subsystem, Error Code: [0x%%08X]. %%ls
Text
Explanation
Recommended | Please confirm the IP addresses are correct.
Action
E2201650
Error Message | E2201650
D
Error Message | Failed to retrieve subsystem information for subsystem:
Text | [%%08d]. %%ls
Explanation
Recommended | Please confirm the IP addresses are correct and the Ethernet
Action | connection to the subsystem exists.
E2201651
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E2201652

E2201653

E2201654

E2201655

E2201656

Error Message
1D

E2201651

Error Message

Failed to retrieve subsystem information for subsystem:

Text | [%%08d], Error Code: [0x%%08X]. %%ls
Explanation
Recommended | Please confirm the IP addresses are correct and the Ethernet
Action | connection to the subsystem exists.

Error Message | E2201652
1D
Error Message | Failed to retrieve subsystem information. %%ls
Text
Explanation
Recommended | Please confirm the IP addresses are correct and the Ethernet
Action | connection to the subsystem exists.

Error Message
1D

E2201653

Error Message

Failed to retrieve subsystem information, Error Code:

Text | [0x%%08X]. %%ls
Explanation
Recommended | Please confirm the IP addresses are correct and the Ethernet
Action | connection to the subsystem exists.

Error Message
1D

E2201654

Error Message
Text

Subsystem not found.

Explanation

Recommended
Action

Please provide valid subsystem serial number.

Error Message
1D

E2201655

Error Message
Text

Subsystem not found. Error Code: [0x%%08X].

Explanation

Recommended
Action

Please provide valid Subsystem serial number.

Error Message
1D

E2201656
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E2201657

E2201658

E2201659

E220165A

E220165B

176

Error Message

Unknown action '%%ls' for subsystem.

Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message
1D

E2201657

Error Message

Bad allocation exception occurred while dispatching XML

Text | request. %%s
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E2201658
1D
Error Message | Exception occurred while dispatching XML request. %%s
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E2201659
1D
Error Message | Unknown exception occurred while dispatching XML request.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message
1D

E220165A

Error Message
Text

Invalid input value. %%ls

Explanation

Recommended
Action

Please provide valid input value for the operation.

Error Message
1D

E220165B

Error Message
Text

Failed to retrieve storage replication information. %%ls
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E220165C

E220165D

E220165E

E220165F

E2202001

Explanation

Recommended
Action

Please confirm storage replication is enabled in the subsystem.

Error Message | E220165C
ID
Error Message | LUN value is missing in input parameters.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E220165D
ID
Error Message | LUN expansion size value is missing in input parameters.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E220165E
ID
Error Message | Failed to retrieve data pool information. %%ls
Text
Explanation
Recommended | Examine the error messages displayed onscreen and in the log
Action | files to determine the cause of the error.

Error Message | E220165F
ID
Error Message | Failed to expand the logical unit. %%lIs
Text
Explanation
Recommended | Please confirm the HDP pool has enough space for expand LU
Action | operation.

Error Message
1D

E2202001

Error Message
Text

Error occurred when storage performance for subsystem {0} was
starting. {1}

Explanation

Internet application error.
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E2202002

E2202003

E2202005

E2202006

E2202007

178

Recommended
Action

Please run the operation again. If the error persists, contact your
system administrator for assistance.

Error Message
1D

E2202002

Error Message

Error occurred when storage performance was stopping for

Text | subsystem {0}. {1}
Explanation
Recommended | Please restart the Connector service to solve the issue. If the
Action | error persists, contact your system administrator for assistance.

Error Message | E2202003
1D
Error Message | An exception occurred. {0}
Text
Explanation
Recommended | Examine error message or errors in the log files to determine the
Action | cause of the error. Contact administrator for assistance.

Error Message
1D

E2202005

Error Message

Failed to calculate storage performance for {0} component {1} of

Text | controller (2) of subsystem {3}. {4}
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E2202006
1D
Error Message | Failed to calculate storage performance for subsystem {0}. {1}
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message
1D

E2202007

Error Message

Storage performance data collection for subsystem {03} has

Text | already started.
Explanation
Recommended | Please perform the operation when storage performance is stop.
Action
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E2202008

E2202009

E220200B

E220200C

E220200E

Error Message
ID

E2202008

Error Message

Storage performance data collection for subsystem {0} is not

Text | started.
Explanation
Recommended | Please perform the operation when storage performance is
Action | running.

Error Message
ID

E2202009

Error Message

Failed to stop the storage performance collection for subsystem

Text | {0}. {1}
Explanation
Recommended | Please restart the Connector service to solve the issue. If the
Action | error persists, contact your system administrator for assistance.

Error Message
ID

E220200B

Error Message

Failed to collect {0} storage performance data for subsystem {1}.

Text | {2}
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance. Confirm that the command

device has been set in the target storage system.

Error Message
ID

E220200C

Error Message

Failed to add the subsystem object to the system. The file server

Text | does not belong to the physical storage of subsystem {0}. {1}
Explanation | The HNAS entered in File Information does not belong to the
physical storage of the subsystem entered in Block Information.
Recommended | Enter the HNAS information on the subsystem entered in Block
Action | Information (on the chassis of the subsystem you entered when

H-UVM support is on).

Error Message
ID

E220200E

Error Message
Text

Failed to add the subsystem object to the system. The file server
is not a Unified NAS module. {0}

Explanation

The HNAS you entered in File Information is not configured as
Unified.
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E220200F

E2202010

E2202011

E2202012

E2202013

180

Recommended
Action

Enter information for a Unified-configured HNAS in the File
information column.

Error Message
1D

E220200F

Error Message

Failed to add the subsystem object to the system. The file server

Text | is a Unified NAS module.
Explanation | The HNAS you entered is not configured as Gateway.
Recommended | Enter information for HNAS configured as HNAS.
Action

Error Message
1D

E2202010

Error Message

Failed to add the subsystem object to the system. Please enter

Text | the file information. {0}
Explanation | No file information was entered .
Recommended | Please enter information for HNAS in the File Information fields.
Action

Error Message | E2202011
1D
Error Message | Failed to generate xml request object. {0}
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E2202012
1D
Error Message | Failed to add the Subsystem object to the system. {0}
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, please
Action | contact your administrator for assistance.

Error Message
1D

E2202013

Error Message

The following Operations Manager SDK does not exist in the

Text | installation directory. {0} See the user's guide for more
information.
Explanation | Operations Manager SDK not exist in installation directory.
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E2202014

E2202016

E2202017

E220202C

E220202F

Recommended
Action

1. Copy the following .dll files for the Operations Manager SDK to
the installation directory of storage adapter:

o Microsoft.EnterpriseManagement.OperationsManager.dll
o Microsoft.EnterpriseManagement.Core.dll
o Microsoft.EnterpriseManagement.Runtime.dll

2. Restart the MMC.

For more information, see Post-installation Tasks.

Error Message
1D

E2202014

Error Message
Text

Subsystem {03} not found.

Explanation

Recommended
Action

Please enter correct subsystem serial number.

Error Message
1D

E2202016

Error Message

Failed to start a new thread to collect performance data for

Text | subsystem {0}. {1}
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E2202017
1D
Error Message | Failed to query storage pool information of subsystem {0%}.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E220202C
ID
Error Message | Failed to deserialize xml string back to data objects. {0}
Text
Explanation | Please confirm the LUN for a new snapshot volume is available.
Recommended | Examine error message or errors in the log files to determine the
Action | cause of the error.

Error Message
1D

E220202F
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E2202038

E2204000

E2204001

E2204002

E2204003

182

Error Message

Storage Performance is stopped.

Text
Explanation | The operation is invalid as storage performance is already
stopped.
Recommended
Action

Error Message | E2202038
ID
Error Message | Failed to create WMI namespace.
Text
Explanation | Failed to create namespace “root\Hitachi” of WMI repository .
Recommended | Confirm the access authorization of namespace “root” from the
Action | WMI security setting, and if the permission for rewriting is not

assigned to a user who performs MMC, assign the permission.

Error Message | E2204000
1D
Error Message | VDS Service for Disk Management is not loaded.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E2204001
1D
Error Message | VDS Service for Disk Management is not ready.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E2204002
1D
Error Message | VDS Provider for Disk Management is not available.
Text
Explanation
Recommended | Please confirm the operating system is Windows 2012 server or
Action | higher.

Error Message
1D

E2204003
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E2204004

E2204005

E2204006

E2204007

E2204008

Error Message

VDS Service for Disk Management initialization failed.

Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E2204004
1D
Error Message | Disk Management: Query Disk failed in Disk Management.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message
1D

E2204005

Error Message

Disk Management: Enumerate Disk failed in Disk Management. No

Text | Disk.
Explanation
Recommended | Please provide valid LUN or mount point.
Action

Error Message | E2204006
1D
Error Message | Disk Management: Enumerate Disk failed in Disk Management.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message
1D

E2204007

Error Message
Text

Disk Management: Find Disk failed in Disk Management.

Explanation

Recommended
Action

Please provide valid LUN or mount point.

Error Message
1D

E2204008

Error Message
Text

Disk Management: Find Disk failed in Disk Management.
Command Device has problem.
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Explanation
Recommended | Please confirm the Command Device is functional.
Action
E2204009
Error Message | E2204009
ID
Error Message | VDS Provider for Disk Management is not loaded.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.
E220400A
Error Message | E220400A
ID
Error Message | Disk Management: Failed to get the disk property.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.
E220400B
Error Message | E220400B
ID
Error Message | Disk Management: Unallocated disk is not found.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.
E220400C
Error Message | E220400C
ID
Error Message | Disk Management: Initializing the disk failed.
Text
Explanation
Recommended | Please confirm the disk is not already initialized.
Action
E220400D
Error Message | E220400D
1D
Error Message | Disk Management: Creation of partition failed.
Text
Explanation | Internet application error.
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Recommended

Please run the operation again. If the error persists, contact your

Action | system administrator for assistance.
E220400E
Error Message | E220400E
1D
Error Message | Disk Management: Invalid volume interface.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.
E220400F
Error Message | E220400F
1D
Error Message | Disk Management: Formatting the disk failed.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.
E2204010
Error Message | E2204010
1D
Error Message | Disk Management: Mount volume failed.
Text
Explanation
Recommended | Please provide valid mount point.
Action
E2204011
Error Message | E2204011
1D
Error Message | Disk Management: Dismount volume failed.
Text
Explanation
Recommended | Please provide valid mount point.
Action
E2204012
Error Message | E2204012
1D
Error Message | Disk Management: Find volume failed.
Text
Explanation
Recommended | Please confirm the LUN is valid.
Action
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E2204013

E2204014

E2204015

E2204016

E2204017

E2204018

186

Error Message
ID

E2204013

Error Message
Text

Disk Management: Found disk is not matched.

Explanation

Recommended
Action

Please confirm the LUN is valid.

Error Message
ID

E2204014

Error Message

Disk Management: Problem in finding disk - Disk object is not

Text | initialized.
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E2204015
ID
Error Message | Disk Management: Creating Mount folder failed.
Text
Explanation
Recommended | Please confirm the current user has permission to create a
Action | directory in the current location.

Error Message | E2204016
ID
Error Message | Disk Management: Disk Not ready
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.

Error Message | E2204017
ID
Error Message | Disk Management: Failed to get free space.
Text
Explanation | Internet application error.
Recommended | Please run the operation again. If the error persists, contact your
Action | system administrator for assistance.
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E2204019

E220401A

E220401B

E2205000

E2205001

Error Message
1D

E2204018

Error Message

Disk Management: The volume corresponding to parameter value

Text | for 'MountPoint' not found.
Explanation
Recommended | Please confirm the LUN is valid.
Action

Error Message
1D

E2204019

Error Message
Text

Disk Management: The specified LU has multiple partitions.

Explanation

Recommended
Action

Error Message
1D

E220401A

Error Message
Text

Disk Management: The specified LU has more than one mount
point.

Explanation

Recommended
Action

Error Message
1D

E220401B

Error Message
Text

Disk Management: The specified LU does not have a partition
created on it.

Explanation

Recommended
Action

Error Message | E2205000
ID
Error Message | Failed to init the library. {0}
Text
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

Error Message
1D

E2205001
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E2205002

E2205003

E2205004

E2205005

E2205006

188

Error Message

Failed to init the library. The error catalog failed to load.

Text
Explanation | The API error catalog (HiStorErrors.dll) fails to load.
Recommended | Verify HiStorErrors.dll exists in the SCOM adapter installation
Action | folder. If it does not, run the repair installation.

Error Message
1D

E2205002

Error Message

Failed to init the library. A supported CCI version could not be

Text | found on the system.
Explanation | If the working directory for HORCM instance automation for block
RAID devices is not NULL or empty and Command Control
Interface (CCI) is undetectable.
Recommended | Restart the MMC and the Connector service.
Action

Error Message | E2205003
1D
Error Message | Failed to init the library. The library has not been initialized yet.
Text
Explanation | If the directory that contains the catalog message files is NULL or
empty, or if the directory that contains necessary specific binaries
for successful program operation is non-NULL and empty.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

Error Message | E2205004
1D
Error Message | Failed to init the library. The library has already been initialized.
Text
Explanation | The library has already been successfully initialized.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

Error Message
1D

E2205005

Error Message

Failed to init the library. There is a version mismatch between the

Text | main HiStor library and the common HiStor library.
Explanation | The version for the main HiStor Block library does not match the
version of the Common HiStor library.
Recommended | Verify the HiStorCommon.dll and HiStorBlock.dll file versions. If
Action | they are different, run the repair installation.
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E2205007

E2205008

E2205009

E220500A

E220500B

Error Message | E2205006
1D
Error Message | Failed to close the library. {0}
Text
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

Error Message | E2205007
1D
Error Message | Failed to set A HORCM instance. {0}
Text
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

Error Message
1D

E2205008

Error Message

Failed to set A HORCM instance. The library has not been

Text | initialized yet.
Explanation | Occurs if either given instance is outside of the allowed range, or
if the maximum value is less than the minimum value.
Recommended | If error message E220500-E2205005 appears, follow the
Action | recommended action.

Error Message
ID

E2205009

Error Message

Failed to set A HORCM instance. One or more parameters is not

Text | valid.
Explanation | The library has not yet been initialized.
Recommended | If error message E220500-E2205005 appears, follow the
Action | recommended action.

Error Message
ID

E220500A

Error Message

Failed to add the Subsystem object to the system. The login

Text | failed. {0}
Explanation | The authentication for the storage device failed.
Recommended | Verify the username and password.
Action

Error Message
1D

E220500B
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E220500C

E220500D

E220500E

E220500F

190

Error Message

Failed to add the Subsystem object to the system. Authentication

Text | is required and was not provided. {0}
Explanation | Failed to add the Subsystem object to the system. Authentication
is required and was not provided.
Recommended
Action

Error Message
ID

E220500C

Error Message
Text

Failed to configure array monitoring. A supported CCI version
was not found. After installing CCI, it may be necessary to stop
and re-start both the Connector service (if running) and this MMC
snap-in before this product will function normally. {0}

Explanation

Failed to configure array monitoring. A supported CCI version
was not found. After installing CCI, it may be necessary to stop
and re-start both the Connector service (if running) and this MMC
snap-in before this product will function normally.

Recommended
Action

Restart the MMC. If the Connector service is starting up, restart
it.

Error Message
ID

E220500D

Error Message

Failed to add the Subsystem object to the system. A command

Text | device could not be found for the device. {0}
Explanation | Failed to add the Subsystem object to the system. A command
device could not be found for the device.
Recommended | Allow the command device for the storage system to be
Action | recognized. Verify the HORCM is installed.

Error Message
1D

E220500E

Error Message

Failed to add the Subsystem object to the system. A HORCM

Text | instance could not be started for the device. {0}
Explanation | Failed to add the Subsystem object to the system. A HORCM
instance could not be started for the device.
Recommended | Verify horcmstart.exe exists in the HORCM installation folder. If it
Action | does not, reinstall the HORCM.

Error Message
1D

E220500F

Error Message
Text

Failed to add the Subsystem object to the system. The device
class is incorrect for the given descriptor type.

Explanation

Failed to add the Subsystem object to the system. The device
class is incorrect for the given descriptor type. {0}
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E2205010

E2205011

E2205012

E2205013

Recommended
Action

Please run the operation again. If the error persists, contact your
administrator for assistance.

Error Message
1D

E2205010

Error Message

Failed to add the Subsystem object to the system. One or more

Text | parameters is not valid. {0}
Explanation | Occurs when:

e Descriptor or pDevice is NULL.

e The given Descriptor is not valid.

e The given instance is outside the range 0-2047 and is not

equal to any of the automated instance flags.
Recommended | Enter a username and password.
Action

Error Message
ID

E2205011

Error Message

Failed to add the Subsystem object to the system. A supported

Text | Java version could not be found on the system.

Explanation | "A supported and required version of Java is not available in the
system. In Windows, x64 HiStor requires x64 Java and x86 HiStor
requires x86 Java. For information on supported Java versions,
see Prerequisites." {0}

Recommended | Verify that the installed version of Java is supported. If it is not,
Action | install a version that is supported.

Error Message
ID

E2205012

Error Message

Failed to add the Subsystem object to the system. The login

Text | credentials do not have enough privileges to manage the storage
array. {0}
Explanation | The account for an authenticated subsystem does not have the
privileges to for use via the API.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

Error Message
ID

E2205013

Error Message

Failed to add the Subsystem object to the system. A HORCM

Text | instance could not be started for the device because no free
HORCM instances are available. {0}
Explanation | The HORCM instance was set to an automated instance flag, but
there are no available instances where that can be used.
Recommended | Verify there is space on the disk where the SCOM adapter is
Action | installed.
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E2205014

E2205015

E2205016

E2205017

E2205018

E2205019

192

Error Message
ID

E2205014

Error Message

Failed to add the Subsystem object to the system. A connection to

Text | the storage device could not be made. {0}
Explanation | The API was unable to connect to the storage device.
Recommended | Verify the subsystem IP address is correct.
Action

Error Message
ID

E2205015

Error Message

Failed to add the Subsystem object to the system. This

Text | functionality or a requested feature of this functionality is not
supported for this storage device. {0}
Explanation | The device is a DF device, this error occurs.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

Error Message
ID

E2205016

Error Message

Failed to add the Subsystem object to the system. The Subsystem

Text | Model and Selected Model are different. {0}
Explanation | Confirm that model of the Subsystem matches the selected
model.
Recommended | Verify that the selected model and the model of the entered
Action | subsystem are the same.

Error Message
1D

E2205017

Error Message

Failed to add the Subsystem object to the system. The Subsystem

Text | is not supported model.
Explanation | AMS is not supported device.
Recommended | Verify that the information for the entered subsystem is for a
Action | supported subsystem.

Error Message | E2205018
1D
Error Message | Failed to remove the Subsystem object from the system. {0}
Text
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.
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Error Message | E2205019
1D
Error Message | Failed to discover Subsystem object. {0}
Text
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

If error message text {0} “An unknown error occurred” appears,
verify the connection between the SCOM adapter and the
monitoring target subsystem(s). Restart the connector service.

E220501A
Error Message | E220501A
ID
Error Message | Failed to discover Subsystem object. Authentication is required
Text | and was not provided.
Explanation | Authentication is required for the storage device and was not
provided.
Recommended | Enter a username and password.
Action
E220501B
Error Message | E220501B
1D
Error Message | Failed to discover Subsystem object. A supported CCI version
Text | could not be found on the system. After installing CCI, it's
necessary to stop and re-start the Connector before monitoring
will function normally.
Explanation | A supported version of the Command Control Interface (CCI) is
needed in the system and could not be found.
Recommended | Restart the Connector service.
Action
E220501C
Error Message | E220501C
1D
Error Message | Failed to discover Subsystem object. A command device could not
Text | be found for the device.
Explanation | No local command device could be found for the device. Possibly a
specific command device was designated and could not be found.
Recommended | Allow the command device for the storage system to be
Action | recognized.
E220501D
Error Message | E220501D
1D
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E220501E

E220501F

E2205020

E2205021

194

Error Message

Failed to discover Subsystem object. A HORCM instance could not

Text | be started for the device.
Explanation | The HORCM instance was set to an automatic instance flag, but
the instance could not be started.
Recommended | Verify horcmstart.exe exists in the HORCM installation folder. If it
Action | does not, reinstall the HORCM.

Error Message
ID

E220501E

Error Message

Failed to discover Subsystem object. The device class is incorrect

Text | for the given descriptor type.
Explanation | Occurs when one attempts to add a DF device using a command
device and a RAID descriptor.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

Error Message
1D

E220501F

Error Message

Failed to discover Subsystem object. One or more parameters is

Text | not valid.
Explanation | Occurs when:

e Descriptor or pDevice is NULL.

e The given Descriptor is not valid.

e The given instance is outside the range 0-2047 and is not

equal to any of the automated instance flags.
Recommended | Enter a username and password.
Action

Error Message
ID

E2205020

Error Message

Failed to discover Subsystem object. A supported Java version

Text | could not be found on the system.

Explanation | A supported and required version of Java is not available in the
system. In Windows, x64 HiStor requires x64 Java and x86 HiStor
requires x86 Java. For information on supported Java versions,
see Prerequisites.

Recommended | Verify that the installed version of Java is supported. If it is not,
Action | install a version that is supported.

Error Message
1D

E2205021

Error Message
Text

Failed to discover Subsystem object. The login credentials do not
have enough privileges to manage the storage array.
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E2205022

E2205023

E2205024

E2205025

E2205026

Explanation | The account for an authenticated subsystem does not have the
privileges to for use via the API.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

Error Message
1D

E2205022

Error Message

Failed to discover Subsystem object. A HORCM instance could not

Text | be started for the device because no free HORCM instances are
available.
Explanation | The HORCM instance was set to an automated instance flag, but
there are no available instances where that can be used.
Recommended | Verify there is space on the disk where the SCOM adapter is
Action | installed.

Error Message
ID

E2205023

Error Message

Failed to discover Subsystem object. A connection to the storage

Text | device could not be made.
Explanation | The API was unable to connect to the storage device.
Recommended | Verify the subsystem IP address is correct.
Action

Error Message
ID

E2205024

Error Message

Failed to discover Subsystem object. This functionality or a

Text | requested feature of this functionality is not supported for this
storage device.
Explanation | The device is a DF device, this error occurs.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

Error Message | E2205025
1D
Error Message | Failed to get controller info. {0}
Text
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

Error Message
1D

E2205026
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E2205027

E2205028

E2205029

E220502A

E220502B

196

Error Message

Failed to get controller port info. {0}

Text
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

Error Message | E2205027
1D
Error Message | Failed to get drive info. {0}
Text
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

Error Message
1D

E2205028

Error Message

Failed to get drive info. This functionality or a requested feature

Text | of this functionality is not supported for this storage device.
Explanation | The array location was not provided to the descriptor for a RAID
device.
Recommended | Reinstall the SCOM adapter.
Action

Error Message | E2205029
ID
Error Message | Failed to get EVS info. {0}
Text
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

Error Message | E220502A
ID
Error Message | Failed to get FC host port info. {0}
Text
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

Error Message
1D

E220502B

Error Message
Text

Failed to get file server Node info. {0}
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E220502C

E220502D

E220502E

E220502F

E2205030

Explanation

HiStor API error.

Recommended
Action

Please run the operation again. If the error persists, contact your
administrator for assistance.

Error Message | E220502C
ID
Error Message | Failed to get file system info. {0}
Text
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

Error Message | E220502D
ID
Error Message | Failed to get link aggregation info. {0}
Text
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

Error Message | E220502E
ID
Error Message | Failed to get link aggregation Port info. {03}
Text
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

Error Message | E220502F
ID
Error Message | Failed to get logical unit info. {0}
Text
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

Error Message | E2205030
ID
Error Message | Failed to get quorum device info. {0}
Text
Explanation | HiStor API error.
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E2205031

E2205032

E2205033

E2205034

E2205035
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Recommended
Action

Please run the operation again. If the error persists, contact your
administrator for assistance.

Error Message | E2205031
1D
Error Message | Failed to get storage pool info. {0}
Text
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

Error Message
1D

E2205032

Error Message

Failed to get storage pool info. One or more parameters is not

Text | valid.
Explanation | Type of array group to be retrieved is invalid and the device is a
DF device.
Recommended | Reinstall the SCOM adapter.
Action

Error Message | E2205033
ID
Error Message | Failed to get subsystem info. {0}
Text
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

Error Message | E2205034
ID
Error Message | Failed to get HNAS snapshot info. {0}
Text
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

Error Message | E2205035
ID
Error Message | Failed to get remote storage replication info. {0}
Text
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.
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E2205036

Error Message | E2205036
ID
Error Message | Failed to get storage replication info. {0}
Text
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.
E2205037
Error Message | E2205037
ID
Error Message | Failed to get controller port performance info. {0}
Text
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.
E2205038
Error Message | E2205038
ID
Error Message | Failed to get VSP and HUS_VM controller port performance info.
Text | {0}
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.
E2205039
Error Message | E2205039
ID
Error Message | Failed to get HDP pool performance info. {0}
Text
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.
E220503A
Error Message | E220503A
ID
Error Message | Failed to get HDP pool performance info. This functionality or a
Text | requested feature of this functionality is not supported for this
storage device.
Explanation | The device is not an HUS device.
Recommended | Reinstall the SCOM adapter.
Action
E220503B
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E220503C

E220503D

E220503E

E220503F
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Error Message

E220503B

1D
Error Message | Failed to get logical unit performance info. {0}
Text
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

Error Message | E220503C
1D
Error Message | Failed to get RAID group performance info. {0}
Text
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.

Error Message
1D

E220503D

Error Message

Failed to get RAID group performance info. This functionality or a

Text | requested feature of this functionality is not supported for this
storage device.
Explanation | The device is not a HUS device.
Recommended | Re-register the subsystem.
Action

Error Message
ID

E220503E

Error Message

Failed to get RAID group performance info. One or more

Text | parameters is not valid.
Explanation | eType is invalid and the device is an HUS device.
Recommended | Re-register the subsystem.
Action

Error Message | E220503F
ID
Error Message | Failed to get alert info. {0}
Text
Explanation | HiStor API error.
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E2205040

E2205041

E2205042

E2205043

Recommended
Action

e Verify there are no issues with the network connecting the
storage subsystem.

e Verify if the SVP is currently restarting. Alert collection will
fail during a restart, thus causing this error.

e Verify that the account for the subsystem has not been
deleted. If the account has been deleted, re-register the
storage subsystem with the SCOM adapter.

e Verify Java has been installed. This error will appear if Java
has been uninstalled.

Error Message | E2205040
1D
Error Message | Failed to get alert info. One or more parameters is not valid.
Text
Explanation | If the event flags do not include any event types.
Recommended | Reinstall the SCOM adapter.
Action

Error Message
1D

E2205041

Error Message

Failed to get alert info. This functionality or a requested feature of

Text | this functionality is not supported for this storage device.
Explanation | Occurs when the device is a RAID device that was created without
the “array location” parameter set.
Recommended | Reinstall the SCOM adapter.
Action

Error Message
ID

E2205042

Error Message

Failed to set a HORCM instance. A supported CCI version could

Text | not be found on the system.

Explanation | This occurs for a Block API that requires automating HORCM
instances, but HORCM instance automation is not enabled,
because no HORCM working directory was set during
Block: :CHiStorLibrary::InitializeLibrary().

Recommended | Install the HORCM.
Action

Error Message
1D

E2205043

Error Message
Text

Failed to configure array monitoring. The detected array model
(UNKNOWN) is not supported. {0}

Explanation

The device is not supported device.
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Recommended

Verify that the information for the entered subsystem is for a

Action | supported subsystem.
E2205044
Error Message | E2205044
1D
Error Message | Failed to add the Subsystem object to the system. {0}
Text
Explanation | HiStor API error.
Recommended | Please run the operation again. If the error persists, contact your
Action | administrator for assistance.
E2205045
Error Message | E220545
1D
Error Message | In some environments, it's possible for the HORCM instance
Text | numbers used with command devices to overlap in ways which
can cause command device I/O errors. Please review the
MinHORCMInstance and MaxHORCMInstance parameters in
HiScomConnectorService.exe.config, and see the User's Guide for
more information. If command device I/O errors continue to
appear despite the absence of HORCM instance number overlap
issues, the same steps used to diagnose any other storage 1/0
error should be followed.
Explanation | Command device I/0 error.
Recommended | Please review the MinHORCMInstance and MaxHORCMInstance
Action | parameters in HiScomConnectorService.exe.config, and see the
User's Guide for more information. If command device I/O errors
continue to appear despite the absence of HORCM instance
number overlap issues, the same steps used to diagnose any
other storage I/0 error should be followed.
E2205046
Error Message | E220546
1D
Error Message | Failed to discover Subsystem object. The Subsystem Model was
Text | changed. (Array Serial #: {0})
Explanation | The model for subsystem Array Serial #: {0} has changed. (The
subsystem was upgraded during operation.)
Recommended | 1. Start the Hitachi Storage Connector Configuration tool.
Action | 5 yse the Remove Subsystem function to remove the
subsystem that is shown as UNKNOWN.
3. Use the Add Storage function to add subsystem Array Serial
#:{0}.
E220A000
Error Message | E220A000
1D
Error Message | Connector service configuration file
Text | HiScomConnectorService.exe.config is not found.
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Explanation | The HiScomConnectorService.exe.config file may be missing in
the installation directory.
Recommended | Reinstall the Hitachi SCOM MP to recover the missing files.
Action
E220A001
Error Message | E220A001
1D
Error Message | Failed to open Connector service configuration file
Text | HiScomConnectorService.exe.config. {0}
Explanation | The HiScomConnectorService.exe.config file may be missing in
the installation directory.
Recommended | Repair the installation using the SCOM Storage Installer to
Action | retrieve the HiScomConnectorService.exe.config file again. If the
error persists, contact your administrator for assistance.
E220A002
Error Message | E220A002
ID
Error Message | Invalid storage performance data collection interval value \'{0}\'.
Text
Explanation | Please enter valid interval value between {1} to {2} seconds.
Recommended | Input a valid value for the storage performance data collection
Action | interval.
E220A003
Error Message | E220A003
ID
Error Message | ContinuousPerformanceDataCollectionDelayInSecond value is
Text | missing in HiScomConnectorService.exe.config file.
Explanation | ContinuousPerformanceDataCollectionDelayInSecond value is
missing in HiScomConnectorService.exe.config file.
Recommended | Open the Hitachi MMC Snapin configuration application to verify
Action | the settings. Repair the installation using the SCOM Storage
Installer to retrieve the HiScomConnectorService.exe.config file
again. If the error persists, contact your administrator for
assistance.
E220A004
Error Message | E220A004
ID
Error Message | Internal error.
Text
Explanation | Internet application error.
Recommended | Restart the Hitachi MMC Snapin configuration application. If the
Action | error persists, contact your administrator for assistance.
E220A008
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